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About the Report

The th�rd ed�t�on of the 2024-2025 F�nanc�al Cr�me and Compl�ance Report a�ms
to prov�de a comprehens�ve analys�s and �ndustry �ns�ghts to combat global

f�nanc�al cr�me. Th�s report consol�dates cr�t�cal �nformat�on on emerg�ng threats,
regulat�ons, and compl�ance processes worldw�de, backed by up-to-date data

from �ndustry leaders.

At Sanct�on Scanner, our m�ss�on �s to secure f�nanc�al systems and ass�st �ndustry
stakeholders �n establ�sh�ng an effect�ve l�ne of defense aga�nst f�nanc�al cr�me.

Th�s report �s des�gned to help organ�zat�ons keep pace w�th the rap�dly chang�ng
dynam�cs of the f�nanc�al world by serv�ng as a valuable resource for develop�ng

compl�ance strateg�es for both today and the future.
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About Us
Sanct�on Scanner �s an Ant�-Money Launder�ng and R�sk solut�ons prov�der establ�shed �n
2019. It screens customers and transact�ons �n a comprehens�ve data of 220+ countr�es. It
also prov�des a transact�on mon�tor�ng solut�on, and w�th th�s, every transact�on can be
mon�tored �n real-t�me and be �dent�f�ed wh�ch one �s susp�c�ous. Bes�des, �t offers an all-�n-
one compl�ance approach w�th 360° r�sk assessment by analyz�ng these data �nstantly and
present�ng �t as a report to �ts users. 

Sanct�on Scanner a�ms to m�n�m�ze f�nanc�al r�sks �n accordance w�th the chang�ng
regulat�ons of each country. It serves customers from var�ous �ndustr�es, such as bank�ng,
�nvestment, f�nance, �nsurance, payment and f�ntech, crypto, money transfer, leas�ng, and
factor�ng. 

https://sanctionscanner.com/aml-banks
https://sanctionscanner.com/aml-investment
https://sanctionscanner.com/aml-insurance
https://sanctionscanner.com/aml-payments
https://sanctionscanner.com/aml-fintechs
https://sanctionscanner.com/aml-crypto-exchange
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The Year �n Rev�ew
As 2024 draws to a close, �t �s ev�dent that th�s year has been anyth�ng but typ�cal for the
world of f�nanc�al cr�me and compl�ance. The landscape has been reshaped by stagger�ng
f�nanc�al cr�me stat�st�cs, evolv�ng regulat�ons, and mount�ng geopol�t�cal tens�ons. The
�mpact of these changes has been felt across the globe, �nfluenc�ng both �mmed�ate
responses and long-term strateg�es.

$782.9
b�ll�on 

obta�ned from
drug traff�ck�ng

In 2023, around
3.1 tr�ll�on dollars

�n �ll�c�t funds
c�rculated

through the
global f�nanc�al

system.

To put th�ngs �n perspect�ve, $3.1 tr�ll�on
worth of �ll�c�t funds moved through the
global f�nanc�al system last year. Th�s colossal
f�gure �ncludes approx�mately $782.9 b�ll�on
from drug traff�ck�ng, $346.7 b�ll�on from
human traff�ck�ng, and $11.5 b�ll�on from
terror�st f�nanc�ng. These numbers not only
h�ghl�ght the enorm�ty of the problem but
also underscore the urgent need for
�nnovat�ve solut�ons from f�nanc�al
�nst�tut�ons worldw�de.

$346.7
b�ll�on 
obta�ned

through fraud

$346.7
b�ll�on 

obta�ned from
human

traff�ck�ng

$11.5 
b�ll�on 

used to f�nance
terror�sm

https://verafin.com/nasdaq-verafin-global-financial-crime-report/
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Geopol�t�cal events have further
compl�cated the p�cture. The ongo�ng
s�tuat�on �n the West Bank and Gaza has
led to �ncreased scrut�ny of f�nanc�al
transact�ons l�nked to terror�sm and the
m�suse of human�tar�an a�d. Unl�ke the
Russ�a-Ukra�ne confl�ct, where sanct�ons
are eas�er to �mplement and enforce, the
s�tuat�on �n the M�ddle East presents a
more complex and uncerta�n challenge.
Ident�fy�ng and target�ng s�tuat�onal
abusers �n th�s context �s much more
d�ff�cult and requ�res a nuanced approach.
It calls for a thorough assessment of
�nst�tut�ons' reg�onal �nvolvement and the�r
read�ness for potent�al sanct�ons.

Econom�c d�ff�cult�es have further
compl�cated matters. Dur�ng t�mes of
f�nanc�al hardsh�p, soc�et�es struggle w�th
�ncreased �nstab�l�ty and unpred�ctab�l�ty
wh�le the h�dden threat of money
launder�ng �ntens�f�es beh�nd the scenes.
F�nanc�al �nst�tut�ons are under �ntense
pressure as the global economy slows
down and budgets t�ghten, grappl�ng w�th
the r�s�ng �mpact of econom�c stra�ns on
cr�m�nal act�v�t�es. Th�s has led to a greater
demand for more eff�c�ent solut�ons and
smarter resource management.

In response, technology has rap�dly evolved to address these challenges. Art�f�c�al
�ntell�gence (AI), for �nstance, has emerged as a cruc�al ally �n detect�ng and prevent�ng
f�nanc�al cr�me, offer�ng advanced tools for analys�s and mon�tor�ng. On the other hand,
technolog�cal progress also br�ngs new r�sks. Cr�m�nals are explo�t�ng AI to craft
soph�st�cated deepfakes and synthet�c �dent�t�es, further compl�cat�ng organ�zat�ons’ efforts
to keep pace w�th evolv�ng threats.

Th�s year has been fast-paced and
challeng�ng, w�th the emergence of cross-
border f�nanc�al cr�me, new fraud trends,
and changes �n h�gh-r�sk countr�es. A
survey by Sanct�on Scanner revealed that
38% of compl�ance off�cers, l�ke most of us,
�dent�f�ed ‘the complex�ty’ of sanct�ons as
the b�ggest challenge �n ‘24.

38% 
of compl�ance off�cers v�ew the

complex�ty of enforcement as
the b�ggest challenge �n 2024.
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F�nanc�al Cr�me Through a
Geopol�t�cal Lens

The Un�ted States rema�ns a focal po�nt �n
the global f�ght aga�nst f�nanc�al cr�me,
fac�ng a mult�faceted threat landscape that
cont�nues to grow �n complex�ty. W�th an
est�mated $300 b�ll�on laundered annually
—const�tut�ng 15% to 38% of global money
launder�ng act�v�t�es—the stakes have
never been h�gher. The challenges posed
by �ll�c�t f�nance are surged by rap�d
advancements �n technology, the evolv�ng
regulatory env�ronment, and geopol�t�cal
tens�ons. 

Th�s sect�on focuses on key developments
�n the U.S. that have shaped the f�nanc�al
cr�me landscape �n 2024, exam�n�ng the
�mpacts of leg�slat�on, regulatory scrut�ny,
and emerg�ng threats.

Un�ted States

Mar�o M. Duron
Ch�ef Compl�ance Off�cer

W�th the large volumes of regulatory
requ�rements �nherent w�th the U.S.
compl�ance landscape, often the
s�mplest approach �s the best. The R�sk
Based Approach �s an �mportant f�rst
step �n ga�n�ng �ns�ght �nto your
�nst�tut�on, program, customer base
and products. A well thought out
assessment �s cr�t�cal to any
susta�nable AML Program. 

https://home.treasury.gov/news/press-releases/jy2080


The U.S. Department of the Treasury's 2024
Nat�onal Strategy for Combatt�ng Terror�st
and Other Ill�c�t F�nanc�ng outl�nes a
comprehens�ve framework to tackle cr�t�cal
f�nanc�al cr�me threats. Th�s strategy,
�nformed by the 2024 Nat�onal R�sk
Assessments, zeroes �n on s�gn�f�cant r�sks
such as large-scale fraud, ransomware
attacks, and the f�nanc�ng of terror�sm.
Confl�cts �n the M�ddle East and Ukra�ne
underscore the urgency of address�ng
these vulnerab�l�t�es as adversar�es
�ncreas�ngly explo�t gaps �n the f�nanc�al
system.

To counter these threats, the strategy
focuses on four key pr�or�t�es:

The U.S. Nat�onal Strategy
for Combatt�ng Terror�st and
Other Ill�c�t F�nanc�ng

The strategy �s des�gned to al�gn publ�c
and pr�vate sector efforts, ensur�ng a
un�f�ed approach to m�t�gat�ng the most
press�ng �ll�c�t f�nance r�sks. By enhanc�ng
transparency, regulatory eff�c�ency, and
technolog�cal capab�l�t�es, the 2024
Strategy a�ms to strengthen the U.S.
f�nanc�al system's res�l�ence aga�nst
soph�st�cated f�nanc�al cr�mes.

F�rst, clos�ng legal and regulatory gaps
by operat�onal�z�ng the benef�c�al
ownersh�p reg�stry and f�nal�z�ng rules
for h�gh-r�sk sectors such as real estate
and �nvestment adv�sement. 

Second, �mprov�ng the U.S. AML/CFT
regulatory framework to enhance
eff�c�ency and effect�veness through
clearer gu�dance and better resource
allocat�on. 

Th�rd, strengthen�ng the operat�onal
capab�l�t�es of law enforcement and
related agenc�es to prevent �ll�c�t actors
from f�nd�ng safe havens. 

F�nally, embrac�ng technolog�cal
�nnovat�on to advance payment
technolog�es and compl�ance
mechan�sms, thus stay�ng ahead of
evolv�ng threats.

F�nanc�al Cr�me Through a Geopol�t�cal Lens 9

https://home.treasury.gov/news/press-releases/jy2346
https://home.treasury.gov/news/press-releases/jy2346
https://home.treasury.gov/news/press-releases/jy2346
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The enactment of the Corporate
Transparency Act (CTA) on January 1, 2024,
marks a s�gn�f�cant m�lestone �n the Un�ted
States' efforts to combat f�nanc�al cr�me.
The CTA's �mplementat�on �s the
culm�nat�on of years of leg�slat�ve effort,
follow�ng �ts �n�t�al passage �n 2021 and
cr�t�cal amendments �n 2023. The act
targets the pervas�ve �ssue of anonymous
shell compan�es, wh�ch have long been
used to launder money, f�nance terror�sm,
and evade taxes. Accord�ng to the F�nanc�al
Cr�mes Enforcement Network (F�nCEN),
anonymous shell compan�es were
�mpl�cated �n 85% of the money launder�ng
cases �nvest�gated between 2016 and 2023,
h�ghl�ght�ng the cr�t�cal need for th�s
leg�slat�on.

Under the CTA, over 32 m�ll�on domest�c
and fore�gn ent�t�es operat�ng �n the U.S.
are now requ�red to d�sclose the�r
benef�c�al ownersh�p �nformat�on (BOI) to
F�nCEN. Th�s requ�rement a�ms to el�m�nate
the ve�l of secrecy that has h�stor�cally
allowed s�tuat�onal abusers to explo�t legal
ent�t�es for �ll�c�t purposes. The CTA
mandates that compan�es prov�de deta�led
�nformat�on on the�r benef�c�al owners,
�nclud�ng full names, dates of b�rth, current
addresses, and un�que �dent�f�cat�on
numbers, such as passports or dr�ver's
l�censes. Non-compl�ance carr�es hefty
penalt�es, w�th f�nes reach�ng up to $500
per day (up to $10,000) of v�olat�on and
potent�al �mpr�sonment for up to two years.
These str�ngent measures reflect the U.S.
government's comm�tment to ensur�ng
transparency and accountab�l�ty �n
corporate ownersh�p.

Enhanc�ng Benef�c�al
Ownersh�p Transparency

https://www.fincen.gov/anti-money-laundering-act-2020
https://www.fincen.gov/anti-money-laundering-act-2020


The explos�ve growth of cryptocurrenc�es
has created new challenges for regulators,
w�th 2024 w�tness�ng a s�gn�f�cant surge �n
both the adopt�on of d�g�tal assets and the
assoc�ated r�sks of f�nanc�al cr�me. 

In 2023 alone, the global cryptocurrency
market cap reached approx�mately $2.6
tr�ll�on, w�th the U.S. account�ng for nearly
40% of global trad�ng volume. 

However, th�s rap�d growth has also made
cryptocurrenc�es a pr�me target for money
launder�ng, fraud, and terror�st f�nanc�ng,
lead�ng to a sharp �ncrease �n regulatory
scrut�ny.

The F�nanc�al Industry Regulatory
Author�ty (FINRA) played a p�votal role �n
th�s �ntens�f�ed scrut�ny, conduct�ng
rev�ews of crypto asset commun�cat�ons.
FINRA found that nearly 70% of the crypto
commun�cat�ons �t exam�ned conta�ned
potent�al v�olat�ons, most commonly
related to m�slead�ng or decept�ve
statements. These f�nd�ngs have set the
stage for aggress�ve enforcement act�ons
�n 2024, target�ng compan�es that fa�l to
comply w�th regulatory standards.

Crypto Regulat�ons

A landmark case that has �nfluenced the
regulatory landscape �s the tr�al of Sam
Bankman-Fr�ed (SBF), the former CEO of
FTX, once one of the world’s largest
cryptocurrency exchanges. The collapse of
FTX �n late 2022 led to losses exceed�ng $10
b�ll�on for �nvestors and became a symbol
of the r�sks �nherent �n the largely
unregulated crypto �ndustry. SBF’s tr�al,
wh�ch concluded �n early 2024, resulted �n
a gu�lty verd�ct on charges of fraud, money
launder�ng, and consp�racy to comm�t
numerous k�nds of fraud. Th�s h�gh-prof�le
case, comb�ned w�th the �ncreas�ng use of
cryptocurrenc�es by terror�st organ�zat�ons,
has s�gn�f�cantly shaped the U.S.
government’s approach to crypto
regulat�on.

F�nCEN's new report�ng system, developed
�n 2023, �s des�gned to handle the mass�ve
�nflux of data expected from these
d�sclosures. The system's effect�veness �s
cr�t�cal �n enabl�ng law enforcement
agenc�es to trace �ll�c�t funds, �dent�fy
cr�m�nal networks, and hold offenders
accountable. However, the success of the
CTA w�ll depend on F�nCEN's ab�l�ty to
manage and analyze the BOI data
effect�vely, as well as the compl�ance of
bus�nesses w�th the new regulat�ons.

F�nanc�al Cr�me Through a Geopol�t�cal Lens 11

https://www.finra.org/rules-guidance/guidance/targeted-examination-letters/sweep-update-jan2024
https://www.finra.org/rules-guidance/guidance/targeted-examination-letters/sweep-update-jan2024
https://edition.cnn.com/2023/11/02/business/ftx-sbf-fraud-trial-verdict/index.html
https://edition.cnn.com/2023/11/02/business/ftx-sbf-fraud-trial-verdict/index.html
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Another s�gn�f�cant leg�slat�ve
development �s the passage of the
F�nanc�al Innovat�on and Technology for
the 21st Century Act (FIT21) �n the House of
Representat�ves. Introduced �n 2023 and
passed �n 2024, the FIT21 Act seeks to
establ�sh a comprehens�ve regulatory
framework for d�g�tal assets, prov�d�ng
much-needed clar�ty �n the crypto market.
The act proposes new consumer protect�on
measures and updates to reg�strat�on
reg�mes, w�th the a�m of reduc�ng the r�sks
assoc�ated w�th crypto �nvestments and
ensur�ng that d�g�tal assets are �ntegrated
�nto the f�nanc�al system �n a safe and
transparent manner.

In response to these developments, the
B�den adm�n�strat�on took dec�s�ve act�on
�n 2024, start�ng w�th releas�ng the world’s
f�rst Decentral�zed F�nance (DeF�) Ill�c�t
F�nance R�sk Assessment. Th�s assessment,
wh�ch was �n development throughout
2023, h�ghl�ghts the r�sks posed by DeF�
platforms, �nclud�ng the�r use �n launder�ng
over $1 b�ll�on by North Korean s�tuat�onal
abusers and the�r role �n fac�l�tat�ng
ransomware attacks that cost U.S.
bus�nesses nearly $600 m�ll�on �n 2023
alone. The report has sparked d�scuss�ons
�n the U.S. Congress about the need for
str�cter regulat�ons on DeF� platforms,
�nclud�ng enhanced Know Your Customer
(KYC) and Ant�-Money Launder�ng (AML)
requ�rements.

Investment adv�sers, manag�ng an
est�mated $110 tr�ll�on �n assets globally,
have come under �ncreas�ng scrut�ny �n the
Un�ted States, part�cularly regard�ng the�r
exposure to money launder�ng r�sks. A
comprehens�ve r�sk assessment conducted
by the U.S. Treasury �n 2023 revealed that
nearly 20% of �nvestment adv�sers had
�nadequate AML programs, mak�ng them
vulnerable to cr�m�nal explo�tat�on. 

Investment Adv�sers and 
the Push for Compl�ance

Recogn�z�ng these r�sks, F�nCEN proposed
new regulat�ons at the end of 2023, wh�ch
have taken effect �n 2024, br�ng�ng
�nvestment adv�sers under the same AML
and CFT obl�gat�ons as other f�nanc�al
�nst�tut�ons.

https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=409277
https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=409277


The new regulat�ons requ�re �nvestment
adv�sers to �mplement robust AML and CFT
programs, conduct regular r�sk
assessments, and report susp�c�ous
act�v�t�es to F�nCEN. These requ�rements
are expected to affect approx�mately
14,000 reg�stered �nvestment adv�sers �n
the U.S., who collect�vely manage over $100
tr�ll�on �n assets. Non-compl�ance w�th
these regulat�ons could result �n
substant�al f�nes and other penalt�es as
F�nCEN and the SEC ramp up the�r
enforcement efforts �n 2024.

In 2023 alone, the SEC lev�ed f�nes total�ng
over $1.5 b�ll�on on f�nanc�al �nst�tut�ons for
AML v�olat�ons, a f�gure expected to r�se as
the new regulat�ons come �nto full effect.
These developments reflect a broader
trend toward t�ghten�ng f�nanc�al cr�me
controls across the U.S. f�nanc�al serv�ces
sector, ensur�ng that all players, from large
banks to smaller �nvestment f�rms, adhere
to the h�ghest compl�ance standards.

The Un�ted States' approach to combat�ng
f�nanc�al cr�me �n 2024 reflects a broader
strategy of �ncreas�ng transparency,
t�ghten�ng regulat�ons, and address�ng
emerg�ng threats. As the country cont�nues
to adapt to the evolv�ng landscape, the
effect�veness of these measures w�ll be
cr�t�cal �n safeguard�ng the �ntegr�ty of the
f�nanc�al system. The �ntersect�on of
technology, regulat�on, and geopol�t�cs w�ll
play a dec�s�ve role �n shap�ng the future of
f�nanc�al cr�me prevent�on �n the U.S.,
mak�ng �t �mperat�ve for pol�cymakers,
regulators, and �ndustry stakeholders to
stay v�g�lant and proact�ve �n the�r efforts.

F�nanc�al Cr�me Through a Geopol�t�cal Lens 13

https://www.sec.gov/newsroom/press-releases/2023-234


As 2024 draws to a close, the Un�ted
K�ngdom has cont�nued to advance �ts
strateg�es and frameworks for combat�ng
econom�c cr�me, reflect�ng both pers�stent
challenges and s�gn�f�cant progress. The
Econom�c Cr�me Plan 2 (ECP2), launched �n
2023, represents a strateg�c �nvestment of
£400 m�ll�on a�med at enhanc�ng the UK’s
capab�l�t�es �n tackl�ng econom�c cr�me.

ECP2 �s centered on several core object�ves:

Un�ted K�ngdom

sanct�onscanner.com14

Re�nforc�ng AML regulat�ons.

Improv�ng cross-border �nformat�on
shar�ng.

Foster�ng greater collaborat�on among
regulatory bod�es and law enforcement
agenc�es

A major focus �s to strengthen the Nat�onal
Cr�me Agency’s (NCA) capac�ty to
�nvest�gate and prosecute complex
f�nanc�al cr�mes w�th expanded resources
and �mproved technolog�cal tools to detect
and d�srupt �ll�c�t act�v�t�es. 

Another focus of the plan �s also
emphas�z�ng better coord�nat�on between
domest�c and �nternat�onal partners to
more effect�vely address global f�nanc�al
cr�me networks.

To enhance corporate transparency and
accountab�l�ty, the UK �mplemented The
Econom�c Cr�me and Corporate
Transparency Act (ECCTA) 2023, mark�ng a
s�gn�f�cant sh�ft �n the �ts leg�slat�ve
approach to econom�c cr�me. 

https://www.gov.uk/government/publications/economic-crime-plan-2023-to-2026
https://www.gov.uk/government/publications/economic-crime-plan-2023-to-2026
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-act-2023-factsheets
https://www.gov.uk/government/publications/economic-crime-and-corporate-transparency-act-2023-factsheets


Th�s act �ntroduces several key reforms
des�gned to enhance corporate
transparency and accountab�l�ty.

Among �ts prov�s�ons �s the creat�on of a
new offense for f�rms that fa�l to prevent
fraud, target�ng organ�zat�ons that meet
spec�f�c f�nanc�al thresholds and employee
counts. ECCTA also grants Compan�es
House expanded author�ty to request
add�t�onal �nformat�on, enforce correct�ve
measures, and share data more proact�vely.
Th�s change a�ms to �mprove the accuracy
and �ntegr�ty of corporate records and
reduce m�suse opportun�t�es. 

Add�t�onally, the act requ�res all company
d�rectors and 'People w�th S�gn�f�cant
Control' to undergo �dent�ty ver�f�cat�on
e�ther d�rectly w�th Compan�es House or
through approved prov�ders, �mprov�ng the
rel�ab�l�ty of benef�c�al ownersh�p
�nformat�on.

One of ECCTA’s notable updates �s the
regulat�on of crypto assets. The act
�ntroduces new powers to se�ze and
recover crypto assets l�nked to cr�m�nal
act�v�t�es, reflect�ng the �ncreas�ng
recogn�t�on of r�sks assoc�ated w�th d�g�tal
currenc�es. Th�s prov�s�on �s part of a
broader effort to address the m�suse of
crypto assets for �ll�c�t purposes and ensure
that the regulatory framework evolves w�th
technolog�cal advancements.

F�nanc�al Cr�me Through a Geopol�t�cal Lens 15
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The UK's regulatory landscape cont�nued
to evolve �n 2024, w�th HM Treasury’s
publ�cat�on of �ts AML/CTF superv�s�on
report for 2022-2023 �n May 2024. The
report outl�nes the progress and
challenges �n the sector. It po�nts out that
roughly 10% of regulated bus�nesses were
cons�dered h�gh-r�sk. Wh�le the total f�nes
�mposed �n th�s per�od amounted to £197
m�ll�on—a drop from £504 m�ll�on �n the
prev�ous year—the FCA rema�ned the most
act�ve, �ssu�ng the h�ghest average f�nes of
£19.4 m�ll�on. 

The report �dent�f�es sectors part�cularly
vulnerable to econom�c cr�me, such as
reta�l and wholesale bank�ng, wealth
management, and crypto-asset f�rms. It
emphas�zes recurr�ng �ssues �n AML
pol�c�es, such as �nadequate r�sk
assessments, �nsuff�c�ent staff tra�n�ng, and
poor record-keep�ng, underscor�ng the
ongo�ng need for v�g�lance and
�mprovements �n AML controls.

In terms of enforcement, 2024 has seen
s�gn�f�cant act�on. Notably, Gamesy
Operat�ons L�m�ted was f�ned £6 m�ll�on by
the Gambl�ng Comm�ss�on �n January ‘24
for fa�l�ng to conduct adequate AML
checks. The FCA has also been act�ve,
reject�ng over 88% of crypto reg�strat�on
appl�cat�ons due to �nadequate AML
controls. Th�s shows the regulator's f�rm
stance on ensur�ng f�nanc�al �nst�tut�ons
adhere to str�ct AML requ�rements.

The FCA, 
rema�ned the most act�ve,

�ssu�ng the h�ghest average f�nes 

of £19.4 m�ll�on 

https://www.gov.uk/government/publications/anti-money-laundering-and-countering-the-financing-of-terrorism-supervision-report-2022-23
https://www.gov.uk/government/publications/anti-money-laundering-and-countering-the-financing-of-terrorism-supervision-report-2022-23
https://www.gamblingcommission.gov.uk/news/article/gbp6m-fine-for-online-operator-gamesys


The UK Gambl�ng Comm�ss�on has
prov�ded an update on f�nanc�al r�sk checks
as part of the broader regulatory
landscape. On 22nd February, the
comm�ss�on outl�ned the next steps to
address f�nanc�al vulnerab�l�ty �n the
gambl�ng sector, w�th a focus on
�dent�fy�ng r�sks such as bankruptcy orders
and unpa�d customer debts. Th�s follows
the Government's Wh�tepaper on
Gambl�ng, wh�ch �ntroduced several
reforms. Add�t�onally, the UK government
has �mposed a £5 stake l�m�t for adults
aged 25 and over and a £2 l�m�t for those
aged 18 to 24 on onl�ne slot games. These
l�m�ts are part of a broader effort to reduce
the r�sk of compuls�ve gambl�ng and
ensure respons�ble gam�ng pract�ces.

In January 2024, the UK �ntroduced
amendments to �ts Money Launder�ng
Regulat�ons (MLRs), redef�n�ng the
treatment of PEPs. Under the updated
regulat�ons, domest�c PEPs w�ll st�ll be
subject to enhanced due d�l�gence (EDD)
but w�ll generally be treated as lower r�sk
than overseas PEPs. Add�t�onally, the 

def�n�t�on of “h�gh-r�sk th�rd countr�es” was
updated to al�gn w�th those �dent�f�ed by
the FATF, s�gnal�ng a sh�ft toward more
globally coord�nated AML/CFT efforts. The
government’s ongo�ng consultat�on on the
reform of the MLRs �s also expected to
br�ng further �mprovements to the UK’s
AML framework, w�th a focus on mak�ng
customer due d�l�gence more
proport�onate and effect�ve.

In parallel, the UK Law Comm�ss�on's
current consultat�on on recogn�z�ng d�g�tal
assets as personal property �s a s�gn�f�cant
development. Th�s proposal, launched �n
early 2024, suggests the need for a new
category of personal property to
encompass d�g�tal assets that may not f�t
trad�t�onal def�n�t�ons of property. The
consultat�on explores how th�s
class�f�cat�on could be appl�ed to d�g�tal
assets and the potent�al legal r�ghts and
respons�b�l�t�es that could ar�se, part�cularly
concern�ng ownersh�p, tort, and related
remed�es. Th�s evolv�ng legal framework
demonstrates the UK's w�der efforts to
regulate new technolog�es wh�le
protect�ng aga�nst potent�al abuses.
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https://www.facultyoffice.org.uk/uncategorised/money-laundering-and-terrorist-financing-high-risk-countries-amendment-regulations-2024/
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A notable development �s the
establ�shment of the Env�ronment
Agency’s Econom�c Cr�me Un�t, wh�ch
focuses on tackl�ng money launder�ng
w�th�n the waste sector, an area
�ncreas�ngly l�nked to �ll�c�t f�nanc�al flows.
The un�t a�ms to conduct targeted
�nvest�gat�ons, pursue asset den�al
measures, and collaborate w�th other
enforcement agenc�es to address f�nanc�al
cr�me w�th�n the �ndustry.

Fraud rema�ns one of the most press�ng
challenges �n the UK, w�th the 2023 Half
Year Fraud Report reveal�ng that 77% of all
Author�zed Push Payment (APP) fraud
or�g�nated from onl�ne platforms, wh�le
45% of fraud losses �nvolved
telecommun�cat�ons scams. In response,
the government �ntroduced a new strategy
�n May 2023, w�th over 50 measures a�med
at reduc�ng fraud and cybercr�me by 10%
by 2025. 

The launch of the Onl�ne Fraud Charter at
the end of 2023 also marked a s�gn�f�cant
step toward curb�ng onl�ne scams, w�th 12
major tech compan�es comm�tt�ng to more
str�ngent fraud prevent�on measures.

Desp�te the challeng�ng s�tuat�on, the UK �s
mak�ng steady progress day by day. UK
F�nance reported that consumers lost
£1.168 b�ll�on to fraud and scams �n 2023, a
4% reduct�on compared to the prev�ous
year. Author�zed fraud, part�cularly APP
scams, saw a 5% decl�ne �n losses,
demonstrat�ng that banks' �nvestments �n
educat�on, technology, and fraud detect�on
systems are y�eld�ng results. However,
g�ven the complex�ty of modern f�nanc�al
cr�mes, further v�g�lance and cont�nued
�nvestment �n technology-dr�ven solut�ons
are essent�al for ma�nta�n�ng momentum
�n the f�ght aga�nst fraud.

Kaynak: stat�sta.com
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https://www.gov.uk/government/news/ensuring-crime-doesnt-pay-new-economic-crime-unit-to-tackle-money-laundering-and-carry-out-financial-investigations
https://www.ukfinance.org.uk/policy-and-guidance/reports-and-publications/2023-half-year-fraud-report
https://www.ukfinance.org.uk/policy-and-guidance/reports-and-publications/2023-half-year-fraud-report
https://www.ukfinance.org.uk/policy-and-guidance/reports-and-publications/annual-fraud-report-2024
https://www.ukfinance.org.uk/policy-and-guidance/reports-and-publications/annual-fraud-report-2024
https://www.statista.com/statistics/753249/fraud-offences-england-and-wales/


The EU has taken s�gn�f�cant str�des �n
enhanc�ng �ts regulatory framework to
combat money launder�ng, terror�st
f�nanc�ng, and other f�nanc�al cr�mes. These
efforts have become �ncreas�ngly cr�t�cal as
the f�nanc�al landscape evolves, part�cularly
w�th the r�se of d�g�tal assets, AI, and the
ever-chang�ng geopol�t�cal env�ronment.
By the end of 2024, the EU w�ll have
�mplemented or w�ll be f�nal�z�ng several
key regulatory measures, reflect�ng �ts
comm�tment to ma�nta�n�ng the �ntegr�ty
of the EU f�nanc�al system.

European Un�on (EU)

The EU’s approach to AML and CFT has
undergone s�gn�f�cant ref�nement w�th the
adopt�on of the S�xth Ant�-Money
Launder�ng D�rect�ve (6AMLD) and the
establ�shment of a s�ngle rulebook for AML.
These updates �ntroduce str�cter measures
for ver�fy�ng customer �dent�t�es and
conduct�ng due d�l�gence, wh�ch apply to
all AML-obl�ged ent�t�es, �nclud�ng banks,
asset managers, and crypto asset serv�ce
prov�ders (CASPs). One of the notable new
requ�rements �s the extens�on of AML
obl�gat�ons to top-t�er profess�onal football
clubs, as they must ver�fy the �dent�t�es of
customers �nvolved �n s�gn�f�cant f�nanc�al
transact�ons, �nclud�ng player transfers and
sponsorsh�p deals, as of 2024. The d�rect�ve
also places he�ghtened v�g�lance on ultra-
h�gh-net-worth �nd�v�duals, a�m�ng to close
the loopholes often explo�ted �n h�gh-value
transact�ons.

Strengthen�ng Ant�-Money
Launder�ng Arrangements:
The Role of 6AMLD
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These regulat�ons are part of a broader
package that �ncludes the format�on of the
Ant�-Money Launder�ng Author�ty (AMLA),
wh�ch �s set to oversee the enforcement of
these rules across member states. Wh�le
the exact deadl�nes for the full
�mplementat�on of these regulat�ons are
not yet clear, �t �s expected that the AMLA
w�ll be fully operat�onal by 2029, ensur�ng
cons�stent appl�cat�on of AML standards
across the EU.

Key Prov�s�ons of 6AMLD

Expanded Def�n�t�on of Money
Launder�ng: 6AMLD broadens the
def�n�t�on of money launder�ng to
encompass a w�der range of act�v�t�es
and methods. Th�s �ncludes not only
the class�c methods of d�sgu�s�ng �ll�c�t
funds but also new techn�ques that
have emerged w�th d�g�tal and f�nanc�al
�nnovat�ons. The d�rect�ve expl�c�tly
cr�m�nal�zes the act of part�c�pat�ng �n
money launder�ng schemes, regardless
of the �nd�v�dual's level of �nvolvement.

Harmon�zat�on of Penalt�es: One of the
most s�gn�f�cant aspects of 6AMLD �s
the harmon�zat�on of penalt�es across
member states. The d�rect�ve mandates
that member states establ�sh effect�ve,
proport�onate, and d�ssuas�ve penalt�es
for �nd�v�duals and ent�t�es �nvolved �n
money launder�ng. Th�s a�ms to prevent
jur�sd�ct�onal d�screpanc�es that could
be explo�ted by cr�m�nals seek�ng more
len�ent legal env�ronments.

Enhanced Focus on Benef�c�al
Ownersh�p: 6AMLD places a stronger
emphas�s on the �dent�f�cat�on and
ver�f�cat�on of benef�c�al owners. It
requ�res f�nanc�al �nst�tut�ons to
conduct thorough due d�l�gence to
uncover the �nd�v�duals who ult�mately
own or control ent�t�es �nvolved �n
transact�ons. Th�s measure �s des�gned
to combat the use of shell compan�es
and other complex structures to
conceal the true owners of �ll�c�t funds.

Mandatory AML Tra�n�ng: The d�rect�ve
mandates that f�nanc�al �nst�tut�ons
and des�gnated non-f�nanc�al
bus�nesses �mplement regular AML
tra�n�ng for the�r employees. Th�s
ensures that staff are well-equ�pped to
recogn�ze and report susp�c�ous
act�v�t�es, enhanc�ng the overall
effect�veness of AML measures.



Strengthened Cooperat�on and
Informat�on Shar�ng: 6AMLD promotes
enhanced cooperat�on and �nformat�on
shar�ng among member states,
regulatory author�t�es, and f�nanc�al
�nst�tut�ons. Th�s �ncludes the exchange
of �nformat�on related to benef�c�al
ownersh�p and susp�c�ous act�v�t�es,
fac�l�tat�ng a more coord�nated
response to cross-border money
launder�ng threats.

Increased Focus on H�gh-R�sk Areas:
The d�rect�ve spec�f�cally targets h�gh-
r�sk areas, such as v�rtual currenc�es
and pre-pa�d cards, wh�ch have been
�ncreas�ngly explo�ted for money
launder�ng. F�nanc�al �nst�tut�ons are
requ�red to apply enhanced due
d�l�gence measures �n these sectors to
m�t�gate assoc�ated r�sks.

Implementat�on and Impact

The �mplementat�on of 6AMLD requ�res
member states to amend the�r nat�onal
leg�slat�on to al�gn w�th the d�rect�ve’s
prov�s�ons. Th�s �ncludes updat�ng AML
frameworks, enhanc�ng compl�ance
procedures, and ensur�ng that penalt�es for
non-compl�ance are effect�ve and
deterrent.

The �mpact of 6AMLD �s expected to be
profound. By standard�z�ng AML pract�ces
and penalt�es across the EU, the d�rect�ve
a�ms to reduce the chances of explo�t�ng
�ncons�stenc�es �n nat�onal regulat�ons. The
enhanced focus on benef�c�al ownersh�p
and h�gh-r�sk areas ensures that f�nanc�al
�nst�tut�ons are better equ�pped to detect
and prevent money launder�ng act�v�t�es.

Furthermore, the emphas�s on tra�n�ng and
�nformat�on shar�ng fosters a more
�nformed and collaborat�ve approach to
AML. F�nanc�al �nst�tut�ons w�ll benef�t from
clearer gu�del�nes and a more un�f�ed
regulatory env�ronment, lead�ng to
�mproved compl�ance and a stronger
defense aga�nst f�nanc�al cr�me.

Desp�te �ts strengths, the �mplementat�on
of 6AMLD poses challenges. F�nanc�al
�nst�tut�ons may face d�ff�cult�es adapt�ng
to new requ�rements, part�cularly �n areas
such as EDD and staff tra�n�ng.
Add�t�onally, the effect�veness of the
d�rect�ve rel�es on the cons�stent and
r�gorous enforcement of �ts prov�s�ons
across member states.
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The EU has also been proact�ve �n
address�ng the r�sks assoc�ated w�th the
grow�ng crypto-asset market. The
European Bank�ng Author�ty (EBA) has
�ssued comprehens�ve gu�del�nes to help
CASPs �dent�fy and m�t�gate r�sks related to
money launder�ng and terror�st f�nanc�ng.
These gu�del�nes emphas�ze the need for
CASPs to cons�der var�ous r�sk factors, such
as customer prof�les, product offer�ngs, and
geograph�cal operat�ons, to ta�lor the�r AML
efforts effect�vely. 

Add�t�onally, the EBA has �n�t�ated
consultat�ons on the �mplementat�on of
the "Travel Rule" wh�ch mandates that
CASPs and payment serv�ce prov�ders
exchange �nformat�on about the
or�g�nators and benef�c�ar�es of crypto-
asset transfers to enhance transparency
and traceab�l�ty.

In parallel, the European Secur�t�es and
Markets Author�ty (ESMA) has publ�shed
deta�led techn�cal standards under the
Markets �n Crypto-Assets Regulat�on
(M�CA), prov�d�ng clar�ty on the
author�zat�on process for CASPs, the
requ�rements for f�nanc�al ent�t�es
�ntend�ng to offer crypto-asset serv�ces,
and the procedures for address�ng
customer compla�nts. These measures are
expected to be fully �mplemented by the
end of 2024, mark�ng a s�gn�f�cant step
towards a more regulated and secure
crypto-asset market �n the EU.

Regulat�on of Crypto-Assets



To further bolster the �ntegr�ty of �ts
f�nanc�al markets, the EU has �ntroduced
amendments to the Markets �n F�nanc�al
Instruments Regulat�on (M�FIR) and the
Markets �n F�nanc�al Instruments D�rect�ve
(M�FID II). These changes a�m to enhance
market data transparency, ensur�ng that
�nvestors have access to consol�dated
market data that �s essent�al for �nformed
dec�s�on-mak�ng. 

By strengthen�ng these regulat�ons, the EU
seeks to promote a level play�ng f�eld for all
market part�c�pants and �mprove the
global compet�t�veness of �ts cap�tal
markets.

The rev�s�ons to M�FIR and M�FID II are
part�cularly �mportant �n l�ght of the rap�d
d�g�tal�zat�on of f�nanc�al markets, wh�ch
has �ncreased the complex�ty and volume
of transact�ons. Enhanced transparency
measures are des�gned to address these
challenges by prov�d�ng �nvestors w�th a
clearer v�ew of market dynam�cs and
reduc�ng the r�sk of market abuse.

Transparency �n F�nanc�al
Markets: M�FIR and M�FID II

In add�t�on to �ts efforts �n f�nanc�al
regulat�on, the EU has made s�gn�f�cant
progress �n the d�g�tal realm w�th the
adopt�on of the European D�g�tal Ident�ty
(eID) framework and the EU Art�f�c�al
Intell�gence (AI) Act. The eID framework,
wh�ch mandates that all member states
prov�de a d�g�tal �dent�ty wallet to the�r
c�t�zens by 2026, represents a major step
towards a un�f�ed d�g�tal �dent�ty system
across Europe. These wallets w�ll enable EU
res�dents to access publ�c and pr�vate
serv�ces onl�ne and offl�ne, w�th enhanced
secur�ty features such as free e-s�gnatures
and transact�on dashboards.

The EU AI Act, now a law, categor�zes AI
systems based on the�r r�sk levels and
�mposes vary�ng compl�ance obl�gat�ons
accord�ngly. For �nstance, AI systems
deemed “h�gh-r�sk” are subject to str�ngent
regulatory requ�rements, �nclud�ng robust
data governance, transparency, and
accountab�l�ty measures. Th�s regulat�on �s
part of the EU’s broader strategy to lead �n
the global governance of AI, ensur�ng that
AI technolog�es are developed and used �n
ways that are eth�cal and al�gned w�th
European values.

European D�g�tal Ident�ty
and the EU AI Act
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Desp�te these advancements, the EU faces
ongo�ng challenges �n fully �mplement�ng
and enforc�ng �ts AML and f�nanc�al cr�me
regulat�ons. For �nstance, the European
Comm�ss�on has called out several
member states, �nclud�ng Ireland, France,
and Latv�a, for fa�l�ng to correctly transpose
the 4AMLD and 5AMLD �nto nat�onal law. 

Moreover, Europol’s threat assessment of
f�nanc�al and econom�c cr�mes �n Europe
underscores the grow�ng soph�st�cat�on of
cr�m�nal networks and the �ncreas�ng
convergence between organ�zed cr�me
and sanct�ons evas�on. The report revealed
that approx�mately 70% of cr�m�nal
networks employ bas�c money launder�ng
techn�ques, mak�ng �t clear that trad�t�onal
methods rema�n prevalent desp�te
technolog�cal advances. Furthermore, 80%
of cr�mes �nvolve the m�suse of legal
bus�ness structures, such as shell
compan�es, complex structures, and cash-
�ntens�ve bus�nesses, wh�ch are often used
to obscure the true or�g�n of �ll�c�t funds.
The report also h�ghl�ghted that 60% of
these cr�mes �nclude some form of
corrupt�on, emphas�z�ng the pervas�ve
�nfluence of corrupt pract�ces �n fac�l�tat�ng
f�nanc�al cr�mes.

To address these �ssues, the EU w�ll l�kely
need to cont�nue ref�n�ng �ts regulatory
framework, w�th a part�cular focus on
emerg�ng threats such as cybercr�me and
the m�suse of new technolog�es.
Add�t�onally, greater coord�nat�on between
member states and EU �nst�tut�ons w�ll be
cruc�al to ensur�ng that regulatory
measures are cons�stently appl�ed and
effect�vely enforced across the Un�on.

Challenges and 
Future D�rect�ons

Approx�mately 70% 
of cr�m�nal networks employ

bas�c money launder�ng
techn�ques.

As the EU approaches 2025, �t leads global
efforts to combat f�nanc�al cr�me and
regulate emerg�ng technolog�es. Recent
regulatory measures reflect �ts
comm�tment to safeguard�ng the f�nanc�al
system and protect�ng c�t�zens from
money launder�ng and terror�st f�nanc�ng.
Success w�ll depend on overcom�ng
enforcement challenges and ensur�ng all
member states comply w�th h�gh
standards. The next few years w�ll be
cr�t�cal for the EU to ma�nta�n �ts leadersh�p
and address evolv�ng threats to �ts f�nanc�al
and d�g�tal ecosystems.



The M�ddle East and Afr�ca, two reg�ons
r�ch �n cultural d�vers�ty and geopol�t�cal
s�gn�f�cance, grapple w�th an �ntr�cate web
of sanct�ons that reflect the�r complex
�nternat�onal relat�onsh�ps and secur�ty
challenges. In the M�ddle East, the clash of
pol�t�cal �nterests and ongo�ng confl�cts
have shaped a landscape where sanct�ons
serve as both a tool for d�plomat�c leverage
and a mechan�sm to curb �ll�c�t act�v�t�es.
Meanwh�le, Afr�ca's d�verse econom�es and
pol�t�cal cl�mates necess�tate a nuanced
approach to sanct�ons, target�ng spec�f�c
threats wh�le foster�ng stab�l�ty. Th�s dual
focus on geopol�t�cal tens�ons and reg�onal
stab�l�ty underscores the �mpact of
sanct�ons on shap�ng the econom�c and
pol�t�cal contours of these v�brant reg�ons.

M�ddle East & Afr�ca

The M�ddle East, a reg�on known for �ts
econom�c d�vers�ty and complex regulatory
landscape, has demonstrated notable
econom�c progress �n recent years. The
reg�on's GDP has grown from $2.460
b�ll�on �n 2015 to $3,570 b�ll�on by 2024.
Accord�ng to the Internat�onal Monetary
Fund, th�s upward trend �s expected to
cont�nue, w�th project�ons �nd�cat�ng a GDP
of $4.550 b�ll�on by 2029. Th�s econom�c
expans�on �s accompan�ed by s�gn�f�cant
regulatory developments a�med at
address�ng f�nanc�al cr�me and enhanc�ng
transparency

The GDP of the
M�ddle East �s

expected to reach
$4.55 tr�ll�on by

2029.
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The UAE's f�nanc�al sector has been under
�ntense scrut�ny by global regulatory
bod�es, espec�ally after the FATF placed the
country on �ts "grey l�st" �n 2022 due to
strateg�c def�c�enc�es �n UAE’s AML and
CTF measures. However, the UAE
responded sw�ftly and effect�vely to these
concerns. By February 2024, the UAE was
off�c�ally removed from the FATF grey l�st
follow�ng extens�ve reforms a�med at
strengthen�ng �ts regulatory env�ronment.
Th�s move followed a ser�es of regulatory
enhancements to bolster f�nanc�al
transparency and combat�ng �ll�c�t f�nanc�al
act�v�t�es.

The country's progress �n th�s area �s
ev�dent through reforms such as the
Federal Decree-Law No. 41/2023 on
Account�ng and Aud�t�ng. Th�s new
leg�slat�on �mposes str�cter account�ng
standards and �ntroduces tougher 

Un�ted Arab Em�rates (UAE)

penalt�es for f�nanc�al m�sreport�ng, a�m�ng
to bolster corporate governance and
transparency

The F�nanc�al Serv�ces Regulatory Author�ty
(FSRA) has updated �ts gu�del�nes for
v�rtual asset prov�ders to al�gn w�th the
FATF's Travel Rule. These updates mandate
r�gorous AML protocols, �nclud�ng
enhanced customer due d�l�gence and
transact�on mon�tor�ng. Add�t�onally, the
Central Bank of the UAE (CBUAE) has
establ�shed a new regulatory framework
for stableco�ns, requ�r�ng them to be fully
backed by UAE D�rhams. Th�s �n�t�at�ve
seeks to stab�l�ze d�g�tal currenc�es and
m�t�gate f�nanc�al r�sks. The format�on of
the General Commerc�al Gam�ng
Regulatory Author�ty (GCGRA) further
reflects the UAE’s comm�tment to
regulatory overs�ght, now oversee�ng the
country’s f�rst author�zed lottery operat�on.



Türk�ye's regulatory env�ronment
underwent a major overhaul �n 2024,
part�cularly w�th�n the cryptocurrency
sector. On July 2, the Grand Nat�onal
Assembly passed comprehens�ve
leg�slat�on mandat�ng l�cens�ng for crypto-
asset serv�ce prov�ders. G�ven Türk�ye’s
h�gh level of cryptocurrency usage, th�s law
�s a cruc�al step �n structur�ng the rap�dly
grow�ng market and al�gn�ng w�th global
f�nanc�al regulat�ons. 

Th�s regulatory reform �s a key factor
beh�nd Turkey's removal from the FATF
Grey L�st �n June, a move that �s expected
to enhance �nvestor conf�dence and
support the country's �ntegrat�on �nto the
�nternat�onal f�nanc�al system.

Türk�ye

Iran cont�nues to be a focal po�nt of
�nternat�onal sanct�ons due to �ts
controvers�al pol�c�es and act�v�t�es. As
of 2024, the country has faced a broad
sanct�ons reg�me �nvolv�ng 227
�nd�v�duals and 42 ent�t�es. These
sanct�ons encompass asset freezes,
travel bans, and restr�ct�ons on trade
and f�nanc�al transact�ons. Recent EU
sanct�ons, �mposed on March 15,
target �nd�v�duals and ent�t�es
�nvolved �n human r�ghts abuses and
reg�onal destab�l�zat�on, a�m�ng to
pressure the Iran�an government to
address these cr�t�cal �ssues.
Meanwh�le, the Un�ted States has
�ntroduced new measures spec�f�cally
target�ng Iran’s o�l and gas sector,
a�m�ng to l�m�t �ts f�nanc�al capac�ty to
support nuclear and m�l�tant
act�v�t�es.

Iran
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Afr�ca's econom�c landscape �n 2024
reflects a m�x of growth and pers�stent
challenges. Desp�te notable progress,
�nclud�ng econom�c expans�on and
reg�onal developments, the cont�nent
cont�nues to face s�gn�f�cant �ssues related
to f�nanc�al cr�me and �ll�c�t act�v�t�es.
Human traff�ck�ng rema�ns a severe
problem, part�cularly �n countr�es such as
Er�trea, South Sudan, and Somal�a. These
reg�ons grapple w�th ongo�ng confl�ct and
�nstab�l�ty, underscor�ng the need for
stronger reg�onal cooperat�on and legal
frameworks to protect vulnerable
populat�ons. 

Illegal m�n�ng and w�ldl�fe traff�ck�ng are
also prom�nent �ssues across the cont�nent.
The Democrat�c Republ�c of the Congo
(DRC) faces cons�derable challenges w�th
gold smuggl�ng and unregulated m�n�ng,
wh�ch not only underm�ne econom�c
stab�l�ty but also contr�bute to
env�ronmental degradat�on. The use of
explos�ve precursor chem�cals �n �llegal
act�v�t�es, such as blast f�sh�ng �n Central
Afr�ca, exacerbates env�ronmental damage
and compl�cates efforts to address f�nanc�al
cr�me.

The broader landscape for AML and CTF
efforts �n Afr�ca �s marked by s�gn�f�cant
reg�onal �nstab�l�ty, weak governance, and
soc�o-econom�c d�spar�t�es. These factors
create a fert�le ground for var�ous forms of
f�nanc�al cr�me, �nclud�ng money
launder�ng, terror�st f�nanc�ng, and human
traff�ck�ng. Afr�ca loses an est�mated $60
b�ll�on annually to �ll�c�t f�nanc�al flows
dr�ven by act�v�t�es such as human
traff�ck�ng, arms traff�ck�ng, w�ldl�fe
traff�ck�ng, and gold smuggl�ng. The
cont�nent's vast natural resources and
weak regulatory env�ronments make �t a
hotspot for cr�m�nal networks.

Afr�ca



West Afr�ca and the Sahel are part�cularly
troubled by deter�orat�ng secur�ty
cond�t�ons exacerbated by terror�st groups
l�ke Boko Haram and the Islam�c State.
These groups engage �n var�ous �ll�c�t
act�v�t�es, �nclud�ng the traff�ck�ng of
explos�ves and arms, further destab�l�z�ng
the reg�on. In Central Afr�ca, countr�es such
as the DRC and the Central Afr�can
Republ�c (CAR) grapple w�th �llegal m�n�ng
operat�ons and the smuggl�ng of prec�ous
metals, part�cularly gold. These act�v�t�es
are often l�nked to armed confl�cts, w�th
proceeds used to f�nance rebel groups and
terror�st organ�zat�ons.

Am�d these challenges, efforts to enhance
regulatory frameworks and enforcement
capab�l�t�es are ongo�ng. South Afr�ca has
taken s�gn�f�cant steps to address f�nanc�al
cr�mes, focus�ng on w�ldl�fe traff�ck�ng and
gold smuggl�ng. In 2023, South Afr�ca
formed a task force �n collaborat�on w�th
the Un�ted States to combat w�ldl�fe
traff�ck�ng, a major source of �ll�c�t f�nance.
The country �s also �ntens�fy�ng �ts
crackdown on gold smuggl�ng operat�ons
used by cr�m�nal gangs to launder money
and evade sanct�ons.

N�ger�a �s w�tness�ng a r�se �n d�g�tal fraud,
�nclud�ng mob�le, computer, and po�nt-of-
sale fraud. The government �s respond�ng
by bolster�ng regulatory and technolog�cal
measures to combat the grow�ng threat of
cyber-enabled f�nanc�al cr�mes.

Internat�onal cooperat�on rema�ns cruc�al
�n Afr�ca's f�ght aga�nst f�nanc�al cr�me. The
European Un�on and other global powers
cont�nue to �mpose and enforce sanct�ons
on ent�t�es and �nd�v�duals �nvolved �n
destab�l�z�ng act�v�t�es, part�cularly those
l�nked to terror�st f�nanc�ng and organ�zed
cr�me
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Ch�na's regulatory landscape �n 2024 saw
s�gn�f�cant advancements a�med at
strengthen�ng AML measures and
combat�ng f�nanc�al cr�me. One of the key
developments was the ongo�ng crackdown
on money launder�ng networks w�th
�nternat�onal t�es. In June 2024, U.S.
author�t�es charged 24 Ch�nese �nd�v�duals
�nvolved �n launder�ng over $50 m�ll�on for
Mex�can drug cartels. These operat�ons
explo�t Ch�na’s cap�tal controls, lead�ng to
l�m�ts on c�t�zens send�ng more than
$50,000 abroad per calendar year, creat�ng
demand for underground f�nanc�al
networks that cartels have tapped �nto.

Ch�na �ntroduced an amendment to �ts
local Ant�-Money Launder�ng Law (AMLL),
wh�ch expands the scope of AML
regulat�ons. The updated law, expected to
take full effect by the end of 2024, places
new compl�ance requ�rements on f�nanc�al
�nst�tut�ons and non-f�nanc�al ent�t�es,
�nclud�ng real estate and prec�ous metals
sectors. Key prov�s�ons �nclude str�cter
customer due d�l�gence (CDD), enhanced
r�sk management systems, and mandatory
report�ng of benef�c�al ownersh�p to
regulatory author�t�es. 

As�a Pac�f�c

Ch�na
Further re�nforc�ng transparency, the
Adm�n�strat�ve Measures for Benef�c�al
Ownersh�p Informat�on w�ll come �nto
force �n November 2024. Issued by the
People’s Bank of Ch�na (PBOC) and the
State Adm�n�strat�on for Market Regulat�on
(SAMR), these regulat�ons requ�re
compan�es, partnersh�ps, and fore�gn
branches to report ownersh�p deta�ls. The
new rules target the concealment of
ult�mate ownersh�p, part�cularly by fore�gn
ent�t�es, and are des�gned to curb money
launder�ng through complex corporate
structures.
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In add�t�on to these developments, Ch�na
also focuses on onl�ne gam�ng and d�g�tal
assets. On December 22, 2023, the
“Measures for the Management of Onl�ne
Games” were �ntroduced for publ�c
consultat�on. These measures a�m to
ensure and promote the "prosper�ty and
healthy development" of the onl�ne
gam�ng �ndustry. Key prov�s�ons �nclude
techn�cal equ�pment requ�rements and
restr�ct�ons, w�th a strong emphas�s on
protect�ng m�nors and vulnerable players.
Onl�ne game prov�ders �n Ch�na w�ll be
d�rectly �mpacted by these regulat�ons.
On February 20, 2024, the Hong Kong
Monetary Author�ty (HKMA) publ�shed
Gu�dance on Expected Standards on
Prov�s�on of Custod�al Serv�ces for D�g�tal
Assets by Author�zed Inst�tut�ons. 

Th�s gu�dance �ncludes prov�s�ons on r�sk
assessment, AML/CFT compl�ance,
d�sclosure, record keep�ng, and
safeguard�ng cl�ent assets. Author�zed
�nst�tut�ons engaged �n v�rtual asset-
related act�v�t�es such as �ntermed�ar�es,
d�str�but�ng token�zed products, or
prov�d�ng standalone custod�al serv�ces are
affected.

Start�ng June 1, 2024, all v�rtual asset
trad�ng platforms operat�ng �n Hong Kong
must be e�ther l�censed by the Secur�t�es
and Futures Comm�ss�on (SFC) or
“deemed-to-be-l�censed” VATP appl�cants
under the Ant�-Money Launder�ng and
Counter-Terror�st F�nanc�ng Ord�nance
(AMLO). Th�s regulat�on �mpacts all VATPs
operat�ng �n Hong Kong.

Add�t�onally, desp�te a ban on
cryptocurrency trad�ng s�nce 2021, �llegal
crypto act�v�t�es pers�st �n Ch�na. In May
2024, Ch�nese nat�onals traded
approx�mately $90 b�ll�on �n
cryptocurrenc�es, prompt�ng renewed
enforcement efforts. The crackdown on
�llegal v�rtual currency transact�ons
rema�ns a key pr�or�ty for regulators,
espec�ally g�ven the r�s�ng use of crypto �n
cross-border f�nanc�al cr�me.

Look�ng forward, Ch�na's regulatory
t�ghten�ng �n 2024 reflects �ts �ntent to
al�gn w�th �nternat�onal AML standards and
strengthen f�nanc�al overs�ght. These
reforms, dr�ven by the PBOC and other
regulatory bod�es, demonstrate Ch�na’s
comm�tment to combat�ng f�nanc�al cr�me
both domest�cally and through
�nternat�onal cooperat�on.
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In June 2024, S�ngapore unve�led �ts updated Money Launder�ng Nat�onal R�sk Assessment
(ML NRA), a p�votal update a�med at fort�fy�ng the AML framework �n l�ght of evolv�ng
f�nanc�al cr�me threats. Th�s updated assessment �ntegrates data from the Susp�c�ous
Transact�on Report�ng Off�ce (STRO) and feedback from both local and �nternat�onal
stakeholders. It h�ghl�ghts the challenges posed by S�ngapore's role as a lead�ng
�nternat�onal f�nanc�al center and trad�ng hub, where �ts econom�c openness and advanced
f�nanc�al �nfrastructure are leveraged by cr�m�nals to launder �ll�c�t funds.

S�ngapore

The updated ML NRA underscores that S�ngapore's pr�mary money launder�ng threats
�nclude cyber-enabled fraud, fore�gn pred�cate cr�mes, organ�zed cr�me, corrupt�on, tax
cr�mes, and trade-based money launder�ng. The assessment reveals that fore�gn and
domest�c cyber-enabled fraud rema�ns a s�gn�f�cant r�sk, dr�ven by soph�st�cated cr�m�nal
synd�cates. Furthermore, �t �dent�f�es key money launder�ng typolog�es such as the flow of
�ll�c�t funds �nto or through S�ngapore’s bank�ng system, m�suse of legal persons l�ke shell
compan�es, and the placement of �ll�c�t funds �nto h�gh-value assets, �nclud�ng real estate
and prec�ous metals
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In response to these �dent�f�ed threats,
S�ngapore’s regulatory landscape has been
notably rev�sed. On Apr�l 1, 2024, the
Monetary Author�ty of S�ngapore (MAS)
launched the COSMIC platform, a
central�zed d�g�tal tool des�gned to
enhance the secure shar�ng of customer
�nformat�on among f�nanc�al �nst�tut�ons.
Th�s platform, developed �n collaborat�on
w�th s�x major banks, allows �nst�tut�ons to
exchange data on susp�c�ous act�v�t�es,
s�gn�f�cantly �mprov�ng the t�mel�ness and
accuracy of r�sk assessments. Th�s �n�t�at�ve
�s part of MAS's broader effort to
strengthen AML and CFT measures.

Add�t�onally, on Apr�l 2, 2024, MAS
announced amendments to the Payment
Serv�ces Act (PSA), wh�ch w�ll take effect �n
stages from Apr�l 4, 2024. These
amendments expand the regulatory scope
to �nclude d�g�tal payment token (DPT)
serv�ce prov�ders, al�gn�ng w�th the latest
FATF standards. The rev�sed PSA now
covers act�v�t�es such as custod�al serv�ces
for DPTs, fac�l�tat�on of DPT transm�ss�ons,
and cross-border money transfers. 

In add�t�on to these regulatory updates,
S�ngapore’s enforcement efforts have been
s�gn�f�cant. From January 2022 to June
2023, MAS �mposed $12.96 m�ll�on �n c�v�l
penalt�es, �nclud�ng $7.88 m�ll�on �n
f�nanc�al f�nes and compos�t�ons, the
h�ghest s�nce the �n�t�at�on of MAS
Enforcement Reports �n 2019. Of these
f�nes, $7.10 m�ll�on were spec�f�cally related
to v�olat�ons of AML and CFT requ�rements
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Geopol�t�cal Turbulence: How Global
Tens�ons Shape F�nanc�al Cr�me

Sanct�ons have become one of the most
prom�nent tools �n the modern geopol�t�cal
landscape, used by countr�es to exert
econom�c pressure on others �n pursu�t of
fore�gn pol�cy object�ves. The scope, scale,
and consequences of sanct�ons have
grown dramat�cally over recent decades,
espec�ally w�th the advent of complex
f�nanc�al systems that allow for more
targeted and far-reach�ng measures. Th�s
trend has only accelerated w�th the onset
of major global confl�cts, �nclud�ng Russ�a's
�nvas�on of Ukra�ne �n February 2022.
Sanct�ons, wh�le des�gned to cr�pple the
econom�c capab�l�t�es of targeted nat�ons,
often produce far-reach�ng effects that
extend well beyond the�r �ntended scope,
creat�ng a range of econom�c, pol�t�cal, and
human�tar�an consequences.

The global response to the Russ�a–Ukra�ne
confl�ct represents one of the largest and
most comprehens�ve uses of sanct�ons �n
modern h�story. S�nce February 2022, more
than 16,500 sanct�ons have been �mposed
on Russ�a by a coal�t�on of Western
countr�es, �nclud�ng the Un�ted States, the
European Un�on, the Un�ted K�ngdom, and
Canada among others. These sanct�ons
have pr�mar�ly targeted key sectors of the
Russ�an economy, such as energy, f�nance,
and defense. They have also focused on
ol�garchs and other �nfluent�al f�gures close
to the Kreml�n, a�m�ng to d�smantle the
f�nanc�al networks that support Pres�dent
Vlad�m�r Put�n’s reg�me and �ts war efforts.

Sanct�ons and 
The�r R�pple Effects
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A key part of th�s sanct�on�ng effort has been the freez�ng of Russ�a's fore�gn currency
reserves, amount�ng to approx�mately $350 b�ll�on. Th�s has s�gn�f�cantly curta�led Russ�a's
ab�l�ty to stab�l�ze �ts economy and fund �ts war mach�ne. Moreover, Western countr�es have
frozen about 70% of the assets of Russ�an banks, cut many of them off from the �nternat�onal
SWIFT system, and �mposed str�ct export controls on technology cruc�al for weapon
product�on. In add�t�on to f�nanc�al sanct�ons, the G7 �mposed a pr�ce cap on Russ�an o�l at
$60 per barrel, a�m�ng to restr�ct the revenue Moscow could generate from �ts energy
exports

Desp�te these extens�ve measures, the
effect�veness of the sanct�ons has been a
top�c of much debate. In 2022, the Russ�an
economy contracted by 2.1%, accord�ng to
the Internat�onal Monetary Fund (IMF).
However, rather than collaps�ng as some
pred�cted, Russ�a’s economy proved more
res�l�ent, manag�ng to grow by 2.2% �n
2023, w�th further growth of 1.1% forecasted
for 2024. Th�s res�l�ence �s partly due to
Russ�a’s ab�l�ty to reor�ent �ts trade
relat�ons, part�cularly w�th Ch�na and Ind�a,
wh�ch have dramat�cally �ncreased the�r
�mports of Russ�an o�l and gas. Ind�a, �n
part�cular, has emerged as a key buyer of
Russ�an crude, and Ch�na has helped f�ll
the vo�d left by Western suppl�ers by
prov�d�ng alternat�ve technology and
goods.

One of the reasons for the m�xed �mpact of
sanct�ons �s that nat�ons under sanct�ons
often f�nd ways to c�rcumvent restr�ct�ons.
For example, Russ�a has ut�l�zed a "shadow
fleet" of tankers to export o�l above the
pr�ce cap, and countr�es l�ke Kazakhstan,
Kyrgyzstan, and Belarus have acted as
�ntermed�ar�es, smuggl�ng sanct�oned
goods �nto Russ�a. These workarounds
�llustrate a broader challenge �n enforc�ng
sanct�ons: wh�le sanct�ons can d�srupt
d�rect trade, the global�zed nature of
supply cha�ns allows for alternat�ve routes
and smuggl�ng networks to form.
Sanct�oned goods and serv�ces can thus
cont�nue to flow �nto the target country,
albe�t more expens�vely and less eff�c�ently.

https://www.bbc.co.uk/news/uk-60997622
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Wh�le sanct�ons are pr�mar�ly �ntended to
pressure the leadersh�p of the target
country, they often have un�ntended
effects on ne�ghbor�ng nat�ons. Research
�nto sanct�ons �mposed between 1989 and
2015 found that, on average, ne�ghbor�ng
countr�es saw the�r trade decl�ne by about
9% follow�ng the �mpos�t�on of sanct�ons on
a nearby state. Th�s �s due to the d�srupt�on
of trade routes, �ncreased transportat�on
costs, and the loss of key trad�ng partners. 

For �nstance, sanct�ons �mposed on Iraq
follow�ng �ts �nvas�on of Kuwa�t �n 1990 led
to econom�c hardsh�p for 21 ne�ghbor�ng
countr�es, �nclud�ng Jordan and Turkey,
both of wh�ch had strong trad�ng t�es w�th
Iraq.

Sanct�ons on ne�ghbor�ng
countr�es reduce trade �n

the reg�on by
9% on average

However, �n some cases, ne�ghbor�ng
countr�es have benef�ted econom�cally
from sanct�ons. For example, when
sanct�ons were �mposed on Ha�t� �n 1987,
the Dom�n�can Republ�c saw an �ncrease �n
�mport trade, l�kely due to cross-border
smuggl�ng and the red�rect�on of trade
flows. 

S�m�larly, Kenya’s trade expanded after
sanct�ons were �mposed on Somal�a �n
1992. These examples h�ghl�ght the
complex�ty of sanct�ons and the potent�al
for un�ntended econom�c opportun�t�es �n
ne�ghbor�ng nat�ons. In the case of Russ�a,
ne�ghbor�ng Kazakhstan has exper�enced
an �ncrease �n trade as Russ�an compan�es
relocate product�on fac�l�t�es there to avo�d
sanct�ons. 
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Sanct�ons also pose s�gn�f�cant
human�tar�an r�sks, espec�ally when they
are comprehens�ve or �nvolve broad trade
embargoes. The econom�c �solat�on of a
nat�on can lead to shortages of essent�al
goods, �nclud�ng food, med�c�ne, and
energy. In extreme cases, th�s can result �n
deter�orat�ng health outcomes, �ncreased
mortal�ty rates, and the destab�l�zat�on of
governance structures. Sanct�ons on Iran,
Venezuela, and Cuba have been c�ted as
examples where broad-based sanct�ons
have severely �mpacted c�v�l�an
populat�ons, lead�ng to worsen�ng l�v�ng
cond�t�ons and �nadvertently shor�ng up
support for the very reg�mes they were
des�gned to weaken. In these cases,
governments often rally domest�c support
by fram�ng sanct�ons as fore�gn-�mposed
suffer�ng, thus re�nforc�ng the�r gr�p on
power.

One of the most s�gn�f�cant developments
�n the use of sanct�ons �s the�r role �n
technolog�cal and strateg�c compet�t�on.
For �nstance, the Un�ted States has
�mposed sweep�ng sanct�ons on Ch�na to
l�m�t �ts access to advanced sem�conductor
technology, a cruc�al sector for both
m�l�tary and econom�c development. These
measures a�m to curta�l Ch�na's ab�l�ty to
produce cutt�ng-edge technology and
ma�nta�n strateg�c super�or�ty �n the tech
space. However, over t�me, such sanct�ons
can also backf�re by �ncent�v�z�ng the
sanct�oned country to develop �ts domest�c
product�on capab�l�t�es or seek alternat�ve 

sources. Th�s has been the case w�th both
Russ�a and Ch�na, wh�ch have �ncreased
the�r efforts to become self-suff�c�ent �n
cr�t�cal �ndustr�es.

The r�pple effects of sanct�ons are not
conf�ned to the d�rect econom�c
consequences. Sanct�ons can also tr�gger
sh�fts �n global all�ances and trade patterns.
For example, Russ�a’s �nvas�on of Ukra�ne
and the subsequent sanct�ons have
accelerated Europe’s trans�t�on away from
Russ�an energy. Before the war, Europe
was heav�ly dependent on Russ�an o�l and
gas, wh�ch accounted for about 40% of �ts
natural gas supply. The confl�ct and the
sanct�ons have forced European countr�es
to d�vers�fy the�r energy sources, turn�ng to
renewables, l�quef�ed natural gas (LNG),
and other suppl�ers. Th�s d�vers�f�cat�on �s
l�kely to have long-term effects on global
energy markets, reduc�ng Russ�a’s share
and �ncreas�ng �nvestment �n alternat�ve
energy sources.

Furthermore, sanct�ons often become
entrenched and d�ff�cult to remove, even
when afterach�ev�ng the�r �n�t�al object�ves.
Domest�c �nterest groups �n sanct�on�ng
countr�es may develop a vested �nterest �n
ma�nta�n�ng sanct�ons, as seen w�th the
long-stand�ng U.S. embargo on Cuba. In
th�s case, U.S. sugar producers benef�tted
from the embargo by avo�d�ng compet�t�on
from Cuban sugar, lead�ng to cont�nued
pol�t�cal support for the sanct�ons desp�te
sh�ft�ng geopol�t�cal object�ves.
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Look�ng forward, the use of sanct�ons �s
l�kely to rema�n a central tool of fore�gn
pol�cy, espec�ally �n address�ng global
cr�ses such as terr�tor�al aggress�on, human
r�ghts abuses, and nuclear prol�ferat�on.
The sanct�ons �mposed on Russ�a have
demonstrated both the potent�al and the
l�m�tat�ons of th�s approach. On one hand,
they have �nfl�cted s�gn�f�cant econom�c
damage and l�m�ted Russ�a’s access to
cr�t�cal resources. On the other, they have
fa�led to br�ng about the des�red pol�t�cal
change and have generated un�ntended
consequences for ne�ghbor�ng countr�es
and global markets.

The cont�nued use of sanct�ons w�ll requ�re
pol�cymakers to carefully cons�der not only
the�r �mmed�ate �mpact but also the�r long-
term effects on global trade, econom�c
stab�l�ty, and human�tar�an cond�t�ons. As
sanct�ons become an �ncreas�ngly
preferred method of geopol�t�cal coerc�on,
�t �s cruc�al to develop more soph�st�cated
enforcement mechan�sms to prevent
c�rcumvent�on and m�t�gate un�ntended
consequences. Add�t�onally, recogn�z�ng
the broader econom�c and human�tar�an
�mpacts of sanct�ons can help create more
effect�ve and targeted pol�c�es that
m�n�m�ze collateral damage wh�le st�ll
ach�ev�ng strateg�c goals.

In the current geopol�t�cal landscape
marked by s�gn�f�cant global tens�ons,
cross-border cr�me has evolved �nto a
form�dable challenge, shaped by the
sh�ft�ng dynam�cs of �nternat�onal relat�ons
and econom�c d�srupt�ons. As nat�ons
grapple w�th the effects of geopol�t�cal
turbulence, the �ntr�cate nature of cross-
border cr�me demands an equally
soph�st�cated response.

Cross-Border Cr�me

V�vek M�shra
AML/KYC Profess�onal

In 2024, geopol�t�cal tens�ons such as
the Russ�a-Ukra�ne and confl�cts �n the
M�ddle East have �nfluenced f�nanc�al
cr�me trends. Sanct�ons have pushed
cr�m�nals to develop new methods for
money launder�ng us�ng
cryptocurrenc�es, DeF�, and shell
compan�es. Trade-based money
launder�ng has become more
soph�st�cated, �nvolv�ng complex cross-
border transact�ons to evade sanct�ons.
The f�nanc�ng of terror�sm has also
�ncreased, w�th global f�nanc�al systems
be�ng used to support act�v�t�es �n
confl�ct zones. In response to these
trends, f�nanc�al �nst�tut�ons are
strengthen�ng controls over PEPs,
cross-border payments, and
correspondent bank�ng relat�onsh�ps.
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Geopol�t�cal tens�ons and confl�cts often
create fert�le ground for the prol�ferat�on of
cross-border cr�me. Pol�t�cal �nstab�l�ty,
econom�c sanct�ons, and stra�ned
d�plomat�c relat�ons can d�srupt law
enforcement and regulatory frameworks,
allow�ng cr�m�nal networks to explo�t gaps
and weaknesses. Geopol�t�cal upheavals
have contr�buted to a 35% �ncrease �n
cross-border cr�m�nal act�v�t�es over the
past year. Confl�ct-r�dden reg�ons, such as
Eastern Europe and the M�ddle East, have
become hotspots for �ll�c�t operat�ons. The
ongo�ng confl�ct �n Ukra�ne has
s�gn�f�cantly �mpacted human traff�ck�ng,
w�th reported cases r�s�ng �n these areas as
cr�m�nal groups explo�t the chaos to
expand the�r reach.



Econom�c sanct�ons, such as those �mposed on Russ�a, have �nadvertently fac�l�tated the
growth of �ll�c�t act�v�t�es by d�srupt�ng trad�t�onal f�nanc�al channels. The emergence of
alternat�ve f�nanc�al systems, often unregulated, has been explo�ted by cr�m�nal
organ�zat�ons. Ill�c�t f�nanc�al flows �nvolv�ng sanct�oned countr�es have �ncreased by 25%,
h�ghl�ght�ng the challenges posed by geopol�t�cal tens�ons to global f�nanc�al systems.

The confluence of geopol�t�cal upheaval
and cross-border cr�me presents several
key challenges:

New Challenges �n Combat�ng
Cross-Border Cr�me

Jur�sd�ct�onal and Legal Complex�t�es:
D�ffer�ng legal frameworks and
enforcement pract�ces across countr�es
create opportun�t�es for cr�m�nals to
evade detect�on. Var�at�ons �n data
pr�vacy laws and �nvest�gat�ve
techn�ques have been explo�ted by
cybercr�m�nals, mak�ng cross-border
attacks harder to combat.

Technolog�cal Advancements: Cr�m�nal
organ�zat�ons �ncreas�ngly use advanced
technolog�es, such as encrypt�on and
blockcha�n, to fac�l�tate cross-border
cr�mes. Desp�te the 2021 cryptocurrency
collapse, crypto-related cr�me rema�ned
stable �n 2022. Data shows $7.8 b�ll�on �n
Ponz� schemes, $1.5 b�ll�on spent on
darknet markets, and $3.7 b�ll�on stolen
through hacks. A sh�ft from B�tco�n
dom�nance to a mult�-cha�n real�ty has
allowed cr�m�nals to explo�t cross-cha�n
br�dges and cha�n-hopp�ng to obscure
�ll�c�t funds. 

Internat�onal Cooperat�on and Resource
Constra�nts: Geopol�t�cal tens�ons can
stra�n �nternat�onal collaborat�on,
h�nder�ng jo�nt �nvest�gat�ons and
�nformat�on shar�ng. Confl�ct�ng nat�onal
�nterests and d�plomat�c d�sputes often
delay responses and underm�ne
coord�nated ant�-cr�me efforts
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In response to these challenges, several
�nnovat�ve solut�ons and �nternat�onal
�n�t�at�ves are emerg�ng:

Innovat�ve Solut�ons 
and Responses

Technolog�cal Advancements �n Law
Enforcement: Law enforcement agenc�es
are adopt�ng advanced technolog�es l�ke
AI and mach�ne learn�ng to track and
d�srupt cross-border cr�me. The use of AI-
dr�ven tools by Europol has led to an
�ncrease �n successful �ntercept�ons of
�ll�c�t act�v�t�es.

Regulatory Innovat�ons: To address the
r�se of d�g�tal currenc�es, regulatory
bod�es are �mplement�ng updated
frameworks. The FATF has �ntroduced
new gu�del�nes for cryptocurrency
transact�ons, emphas�z�ng enhanced AML
measures and str�cter KYC requ�rements.

Enhanced Internat�onal Collaborat�on:
New �nternat�onal coal�t�ons, such as the
Global All�ance Aga�nst Cross-Border
Cr�me, are �mprov�ng coord�nat�on and
�nformat�on shar�ng. Th�s coal�t�on has
fac�l�tated several jo�nt operat�ons,
�nclud�ng the d�smantl�ng of major
smuggl�ng r�ngs and the arrest of
prom�nent cr�m�nals.

Human�tar�an and Support In�t�at�ves:
Organ�zat�ons l�ke the Internat�onal
Organ�zat�on for M�grat�on (IOM) are
focus�ng on the human�tar�an �mpact of
cross-border cr�me. In 2023, IOM expanded
�ts v�ct�m ass�stance programs, prov�d�ng
support to over 18,000 surv�vors globally

As we move �nto 2024 and beyond, the landscape of cross-border cr�me w�ll cont�nue to
evolve parallel to unexpected global events, ma�nly pol�t�cs. Deal�ng w�th these challenges
requ�res a comprehens�ve approach that comb�nes new technology, enhanced �nternat�onal
collaborat�on, and robust regulat�ons.
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How human be�ngs commun�cate w�th
each other has changed a lot over the last
20 years. Th�s appl�es to �nternat�onal
relat�ons as well. They have to deal w�th
more compl�cated s�tuat�ons, l�ke more
cr�me between countr�es and str�cter rules
about money. 

One b�g change �s that more and more
countr�es are be�ng told they cannot trade
w�th other countr�es. Th�s �s caus�ng
problems for bus�nesses that work
�nternat�onally. For example, Russ�a and
some other countr�es are fac�ng these
trade restr�ct�ons because of ongo�ng
confl�cts. Th�s makes �t harder for
compan�es to trade, move money around,
manage the�r assets, etc.

The Role of Global
Tens�ons �n Compl�ance

These trade restr�ct�ons don't just affect the
countr�es �nvolved. They also have an
�mpact on the whole world's f�nanc�al
markets. F�nanc�al �nst�tut�ons, �n
part�cular, are under a lot of pressure to
make sure they do not act aga�nst these
restr�ct�ons. Consequently, regulators are
�ntens�fy�ng the�r focus, w�th penalt�es for
non-compl�ant part�es grow�ng more
severe. Eventually, organ�zat�ons are
focus�ng more and more on compl�ance,
conduct�ng more checks and re�nforc�ng
the�r �nternal aud�ts.

In the wake of escalat�ng global tens�ons,
regulators have ramped up efforts to
combat f�nanc�al cr�mes, part�cularly those
related to money launder�ng and terror�sm
f�nanc�ng. Cross-border f�nanc�al flows,
espec�ally those �nvolv�ng reg�ons under
sanct�ons, have come under �ntense
scrut�ny. 

The emergence of alternat�ve f�nanc�al
systems and d�g�tal currenc�es has further
compl�cated the compl�ance landscape.
Cr�m�nal organ�zat�ons have explo�ted
these unregulated channels, lead�ng to an
�ncrease �n �ll�c�t f�nanc�al act�v�t�es.
Consequently, compan�es and f�nanc�al
�nst�tut�ons face grow�ng pressure to
mon�tor cryptocurrency transact�ons more
r�gorously. Regulators have �ssued updated
gu�del�nes mandat�ng stronger safeguards
aga�nst the m�suse of d�g�tal assets,
�nclud�ng more comprehens�ve report�ng
obl�gat�ons for cross-border transact�ons.

Keep �n m�nd that geopol�t�cal confl�cts can
result �n sudden changes to regulat�ons.
Compl�ance teams must be able to adapt
qu�ckly to new export controls, f�nanc�al
embargoes, and trade restr�ct�ons. Fa�l�ng
to stay updated on these changes can lead
to s�gn�f�cant f�nes, harm to reputat�on, and
d�srupt�ons to bus�ness operat�ons.
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As �nternat�onal tens�ons escalate,
regulators are plac�ng greater emphas�s on
transparency and accountab�l�ty.
Compan�es need to demonstrate a strong
understand�ng of the�r global supply cha�ns
to ensure they do not �nadvertently v�olate
sanct�on rules. Implement�ng thorough
due d�l�gence processes �s cruc�al for
�dent�fy�ng and m�t�gat�ng r�sks assoc�ated
w�th cross-border operat�ons.

In response to the he�ghtened compl�ance
demands brought on by geopol�t�cal
turbulence, many organ�zat�ons are
turn�ng to technology to streaml�ne the�r
efforts. The use of art�f�c�al �ntell�gence (AI)
and mach�ne learn�ng (ML) has enabled
compl�ance teams to automate complex
tasks, such as transact�on mon�tor�ng and
r�sk assessments. 

These technolog�es help �dent�fy patterns
of susp�c�ous behav�or more eff�c�ently,
allow�ng organ�zat�ons to detect and
respond to potent�al v�olat�ons �n real-t�me.

Blockcha�n technology, too, has emerged
as a potent�al solut�on �n ma�nta�n�ng
transparency and traceab�l�ty �n cross-
border transact�ons. By prov�d�ng
�mmutable records of f�nanc�al flows,
blockcha�n can enhance the �ntegr�ty of
compl�ance systems, ensur�ng that
transact�ons adhere to evolv�ng regulatory
frameworks.
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D�srupt�ve Fraud Schemes

As we wrap up 2024, the f�ght aga�nst fraud
has reached a cr�t�cal juncture. The total
global cost of fraud, spann�ng from d�rect
f�nanc�al losses to the resource burdens of
prevent�on efforts, has cont�nued to
escalate, reach�ng unprecedented levels. In
2023 alone, global fraud losses amounted
to $485.6 b�ll�on, reflect�ng a sharp
�ncrease �n fraudulent schemes across all
sectors and reg�ons.

F�nanc�al �nst�tut�ons, consumers, and
regulatory bod�es have struggled to keep
pace w�th �ncreas�ngly soph�st�cated fraud
tact�cs that cont�nue to evolve �n response
to technolog�cal advancements. 

Fraud �s now one of the most pervas�ve and
damag�ng econom�c cr�mes worldw�de,
w�th �ts �mpact felt �n almost every corner
of soc�ety. In the UK, fraud accounted for
over 40% of offenses, mak�ng �t the most
common cr�me, and �n the U.S., 60% of
cred�t card holders have been v�ct�ms of
fraud.

W�th the advent of Art�f�c�al Intell�gence
(AI) and Fraud-as-a-Serv�ce (FaaS) models,
fraudsters have been able to scale the�r
operat�ons, creat�ng more devastat�ng
f�nanc�al d�srupt�ons than ever before. 

2023 global fraud
losses amounted to 

$485.6 b�ll�on
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Fraud cont�nues to have an overwhelm�ng
�mpact across global f�nanc�al systems,
w�th losses �n key reg�ons reach�ng
alarm�ng levels. In 2023, a stagger�ng
$485.6 b�ll�on succumbed to d�fferent
fraudulent act�v�t�es, and th�s pattern
pers�sted �n 2024. The As�a-Pac�f�c reg�on
emerged as the most affected by fraud,
w�th $190.2 b�ll�on �n payments fraud alone,
mak�ng up nearly half of global fraud losses
�n th�s category. 

Fraud Trends
In the Amer�cas, fraud losses reached $151.1
b�ll�on, dr�ven largely by $102.6 b�ll�on �n
payments fraud, $21 b�ll�on �n check fraud,
and $13.6 b�ll�on �n cred�t card fraud.
Europe, the M�ddle East, and Afr�ca (EMEA)
also reported s�gn�f�cant fraud losses, w�th
the total h�tt�ng $113.1 b�ll�on, led by $94
b�ll�on �n payments fraud and $8.2 b�ll�on �n
advance fee scams.

Amer�cas, 
fraud losses

$151.1 b�ll�on

EMEA, 
fraud losses

$113.1 b�ll�on

As�a-Pac�f�c,
fraud losses

$221.4 b�ll�on

Th�s surge �n fraudulent act�v�t�es was fueled by evolv�ng fraud tact�cs, �nclud�ng cyber-
enabled fraud schemes, deepfake technology, and the explo�tat�on of �dent�ty ver�f�cat�on
loopholes. Fraud schemes target�ng bus�nesses, consumers, and governments now operate
at a scale that challenges even the most advanced fraud detect�on systems.

https://nd.nasdaq.com/rs/303-QKM-463/images/2024-Global-Financial-Crime-Report-Nasdaq-Verafin-20240115.pdf


Ident�ty theft has become one of the most
pervas�ve fraud types worldw�de, w�th
cr�m�nals ut�l�z�ng stolen personal
�nformat�on to carry out a range of
fraudulent act�v�t�es. In the U.S. alone, 52
m�ll�on Amer�cans exper�enced fraudulent
charges on the�r cred�t or deb�t cards �n
2023, w�th total unauthor�zed purchases
exceed�ng $5 b�ll�on. The med�an
fraudulent charge rose to $100, a 26%
�ncrease from 2021. 

However, �dent�ty theft �s �ncreas�ngly
tak�ng a more �ns�d�ous form—synthet�c
�dent�ty fraud. Th�s type of fraud, �n wh�ch
cr�m�nals create fake �dent�t�es by
comb�n�ng real and fabr�cated data, now
represents 10-15% of charge-offs �n
unsecured lend�ng portfol�os, accord�ng to
The A�te Group. Synthet�c �dent�ty fraud
has been part�cularly d�ff�cult to detect and
prevent, as the cr�m�nals beh�nd these
schemes explo�t the weaknesses �n �dent�ty
ver�f�cat�on systems across var�ous sectors.

Ident�ty Theft 
and Synthet�c Fraud

The U.S. has seen a substant�al r�se �n fraud
losses due to synthet�c �dent�ty fraud,
wh�ch reached $8.8 b�ll�on �n 2022. As a
grow�ng concern, est�mates place potent�al
losses at $23 b�ll�on by 2030. F�nanc�al
�nst�tut�ons, f�ntechs, and other �ndustr�es
rel�ant on customer ver�f�cat�on have had
to �nvest heav�ly �n AI-dr�ven tools and
dynam�c fraud detect�on systems to
combat these evolv�ng threats.

Synthet�c �dent�ty fraud
�s est�mated to reach

$23 b�ll�on
by 2030
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Imposter scams have become one of the
most devastat�ng and w�despread fraud
trends, account�ng for $2.7 b�ll�on �n losses
�n the U.S. alone �n 2023. These scams
�nvolve fraudsters �mpersonat�ng well-
known bus�nesses, government agenc�es,
or even colleagues to tr�ck �nd�v�duals �nto
transferr�ng money or d�vulg�ng sens�t�ve
�nformat�on. Bus�ness �mposters led to
$752 m�ll�on �n reported losses, wh�le
government �mposters added s�gn�f�cantly
to the total. These types of fraud have
become �ncreas�ngly common �n an
�nterconnected d�g�tal world, where
cr�m�nals leverage soc�al eng�neer�ng
techn�ques to man�pulate v�ct�ms.

Author�zed Push Payment (APP) fraud has
become a part�cularly destruct�ve form of
fraud, espec�ally �n the UK, where losses
reached £459.7 m�ll�on �n 2023. APP fraud
occurs when v�ct�ms are tr�cked �nto
send�ng money d�rectly to cr�m�nals,
typ�cally through conv�nc�ng schemes such
as �mpersonat�ng bank staff or pol�ce
off�cers. A s�gn�f�cant port�on of these
losses were due to purchase scams, wh�ch
accounted for 67% of APP fraud cases. The
r�se of soc�al med�a and messag�ng
platforms, part�cularly Facebook,
WhatsApp, and Instagram, has fueled APP
scams, w�th 60% of scams �n 2023
or�g�nat�ng from these platforms.

Imposter Scams 
and APP Fraud

Wh�le £287.3 m�ll�on of APP losses were
returned to v�ct�ms �n 2023, mark�ng 62% of
total losses, the pers�stence of APP scams
h�ghl�ghts the ongo�ng challenge �n
safeguard�ng consumers and bus�nesses
from these schemes. Efforts by regulators
and banks to enhance real-t�me fraud
detect�on and �mprove customer
awareness have shown some success, but
fraudsters cont�nue to adapt the�r
techn�ques to explo�t new vulnerab�l�t�es.

In the UK, losses from
APP fraud amounted to

£459.7 m�ll�on
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Ranked among the top three econom�c
cr�mes globally, �t rema�ns a ser�ous
concern for both small enterpr�ses and
large corporat�ons. Desp�te advances �n
fraud detect�on, cr�m�nals are us�ng
technology to man�pulate procurement
processes, �nflat�ng costs, and s�phon�ng
fun ds through fraudulent schemes such as
fals�f�ed �nvo�ces, k�ckbacks, and collus�on
between vendors and �nternal staff.

A PwC survey revealed that 59% of
compan�es conducted fraud r�sk
assessments �n the past year, yet nearly
20% do not use data analyt�cs to detect
procurement fraud. Th�s gap leaves many
organ�zat�ons vulnerable to soph�st�cated
fraud schemes, part�cularly as fraudsters
explo�t weaknesses �n enterpr�se resource
plann�ng (ERP) systems and procure-to-
pay processes. SMEs are espec�ally
exposed, as they often lack the advanced
fraud detect�on systems of larger
compan�es, mak�ng them pr�me targets for
procurement fraud, wh�ch costs them
m�ll�ons each year.

In 2024, the use of shell compan�es and
fake th�rd-party suppl�ers �ncreased,
allow�ng fraudsters to create fraudulent
suppl�ers that b�ll bus�nesses for non-
ex�stent serv�ces or goods. Internal
employees have also been compl�c�t �n
some cases, establ�sh�ng these shell
compan�es to d�vert funds.

Procurement Fraud and
Elder F�nanc�al Explo�tat�on

To combat procurement fraud, more
compan�es are turn�ng to mach�ne learn�ng
and data analyt�cs, allow�ng for real-t�me
mon�tor�ng and the detect�on of susp�c�ous
transact�ons. Wh�stleblower programs and
�nternal aud�ts have also proven cruc�al �n
uncover�ng fraudulent act�v�t�es.

As the adopt�on of contactless and �nstant
payments surged �n 2024, fraudsters took
full advantage of these rap�dly grow�ng
payment methods. By the end of 2024,
over 1 b�ll�on people were us�ng
contactless mob�le payments, up from 782
m�ll�on �n 2022. Th�s w�despread adopt�on
of near-f�eld commun�cat�on (NFC)
technology �n smartphones, d�g�tal wallets,
and wearable dev�ces l�ke ApplePay and
GooglePay fac�l�tated seamless
transact�ons but also created lucrat�ve
opportun�t�es for frau

Contactless and 
Instant Payments Fraud
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In the UK, contactless fraud surged by 82%
�n 2023, and losses related to stolen or lost
cards reached £100.2 m�ll�on. W�th �nstant
payments, such as ACH transfers, crypto
payments, and d�g�tal wallets becom�ng
�ncreas�ngly common, the r�sk of fraud
r�ses. Instant payments accounted for a
45% share of the total cred�t transfer
volume �n the SEPA reg�on, reflect�ng the�r
grow�ng role �n the f�nanc�al ecosystem.
However, the speed of these transact�ons
leaves l�ttle t�me for banks and f�nanc�al
�nst�tut�ons to block or reverse fraudulent
transfers, mak�ng them part�cularly
attract�ve to scammers.

Cr�m�nals explo�t these systems through
var�ous tact�cs, �nclud�ng APP fraud, where
v�ct�ms are tr�cked �nto send�ng money to
accounts controlled by fraudsters. As real-
t�me payments become more prevalent,
banks are �nvest�ng �n enhanced fraud
detect�on systems that can analyze
transact�onal patterns and flag anomal�es
�n real-t�me. However, the rap�d r�se of
these payment methods cont�nues to pose
s�gn�f�cant challenges.

Losses from
contactless fraud
reached
£100.2 m�ll�on

Romance scams and other conf�dence
schemes have shown s�gn�f�cant growth
over the past year, w�th v�ct�ms worldw�de
be�ng man�pulated by fraudsters pos�ng as
romant�c partners, fr�ends, or trusted
�nd�v�duals. In 2023, $3.8 b�ll�on was lost
globally to romance scams, represent�ng
one of the fastest-grow�ng types of fraud.
Conf�dence schemes, wh�ch �nclude a w�de
range of scams based on trust, prey on
vulnerable �nd�v�duals, part�cularly those
�solated or seek�ng compan�onsh�p.

Romance Scams and
Conf�dence Schemes
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These scams are not only emot�onally
devastat�ng but also f�nanc�ally cr�ppl�ng,
w�th many v�ct�ms be�ng conv�nced to
transfer large sums of money to fraudsters
they bel�eve are genu�ne. In some cases,
v�ct�ms are even unw�tt�ngly used as
money mules, mov�ng funds for the
scammers and unknow�ngly launder�ng
the proceeds of other cr�m�nal act�v�t�es.
Romance scams are part�cularly �ns�d�ous
because the v�ct�ms often refuse to accept
that they have been dece�ved, mak�ng
�ntervent�on and prevent�on d�ff�cult.

Soc�al med�a platforms and onl�ne dat�ng
s�tes have become the pr�mary channels
for romance scammers to operate, tak�ng
advantage of the anonym�ty prov�ded by
the �nternet to man�pulate the�r v�ct�ms
over t�me. Act�on Fraud and other
author�t�es have reported a sharp r�se �n
cases, w�th many v�ct�ms los�ng the�r l�fe
sav�ngs, homes, or pens�ons. F�nanc�al
�nst�tut�ons and law enforcement agenc�es
are work�ng together to educate
consumers on the dangers of these scams
wh�le also us�ng advanced fraud detect�on
systems to mon�tor for susp�c�ous
transact�onal behav�or.
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Fraudsters are �ncreas�ngly target�ng
elderly and vulnerable �nd�v�duals,
explo�t�ng the�r l�m�ted fam�l�ar�ty w�th
modern technology and f�nanc�al systems.
Elder f�nanc�al explo�tat�on (EFE) saw a
dramat�c r�se �n 2023, w�th total losses
reach�ng $77.7 b�ll�on. Sen�ors are
frequently targeted w�th scams �nvolv�ng
�mpersonat�on, fear tact�cs, and soc�al
eng�neer�ng, such as the grandparent
scheme, �n wh�ch a fraudster �mpersonates
a v�ct�m's grandch�ld and requests urgent
f�nanc�al ass�stance for a fake cr�s�s.

The Nat�onal Cr�me Agency reported that 1
�n 10 elderly people �n the UK were v�ct�ms
of f�nanc�al explo�tat�on �n 2023, yet for
every known case of elder abuse, 23 cases
go unreported. Elderly v�ct�ms often avo�d
report�ng these cr�mes due to
embarrassment, fear of los�ng the�r
�ndependence, or a des�re to s�mply forget
the traumat�c exper�ence. Th�s
underreport�ng makes �t challeng�ng for
author�t�es to fully grasp the extent of the
problem.

Elder f�nanc�al explo�tat�on �s not l�m�ted to
one type of fraud. Scammers employ
var�ous schemes, �nclud�ng �mpersonat�on
fraud, �dent�ty theft, and romance scams,
to conv�nce elderly v�ct�ms to part w�th
the�r money. F�nanc�al �nst�tut�ons play a
cr�t�cal role �n protect�ng sen�ors from
these types of fraud by mon�tor�ng for
susp�c�ous act�v�t�es, prov�d�ng educat�onal
resources, and work�ng closely w�th law
enforcement to detect and prevent
explo�tat�on before s�gn�f�cant f�nanc�al
harm occurs.

Elder F�nanc�al Explo�tat�on 
and Vulnerable V�ct�m Fraud

1 �n 10
elderly

people 
were v�ct�ms 

of f�nanc�al
explo�tat�on
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In 2024, the use of deepfakes �n f�nanc�al
fraud has evolved �nto a ser�ous and
w�despread �ssue, no longer a futur�st�c
concept but a grow�ng real�ty that poses
�mmense r�sks to �nst�tut�ons and
�nd�v�duals. One of the most str�k�ng
examples comes from Hong Kong, where a
f�nance worker transferred $39 m�ll�on,
bel�ev�ng they were on a leg�t�mate v�deo
call w�th the�r CFO and colleagues. In
real�ty, the ent�re meet�ng was
orchestrated by fraudsters us�ng deepfake
technology to �mpersonate trusted
execut�ves. Th�s �nc�dent showcases how
deepfake scams have moved beyond
theoret�cal d�scuss�ons �nto real-world
operat�ons, wreak�ng havoc �n the f�nanc�al
sector.

The �mpl�cat�ons of deepfake technology
extend beyond f�nanc�al loss. These AI-
generated man�pulat�ons are also be�ng
used to spread false �nformat�on, damage
reputat�ons, and erode trust �n d�g�tal 

H�gh-Tech Scams: From AI to Deepfakes

commun�cat�on. W�th the �ncreas�ng
soph�st�cat�on of AI tools, scammers can
now conv�nc�ngly m�m�c vo�ces, craft h�ghly
real�st�c fake v�deos, and send fraudulent
ema�ls that seem ent�rely leg�t�mate,
mak�ng �t �ncred�bly d�ff�cult for rec�p�ents
to �dent�fy mal�c�ous act�v�t�es.

One of the most vulnerable sectors to th�s
new wave of fraud �s cryptocurrency, wh�ch
accounted for a stagger�ng 88% of all
deepfake-related fraud cases detected �n
2023. The d�g�tal and decentral�zed nature
of the crypto �ndustry makes �t an
attract�ve target for advanced fraud
techn�ques, w�th cr�m�nals explo�t�ng the
h�gh f�nanc�al stakes and d�g�tal anonym�ty
to perpetrate large-scale scams. Deepfake
attacks on crypto transact�ons are often
h�ghly soph�st�cated, us�ng AI to create
conv�nc�ng fake �dent�t�es or �mpersonate
trusted f�gures w�th�n the organ�zat�on.

sanct�onscanner.com 53

https://amp.9news.com.au/article/772cfca4-66d7-4464-9f52-75c8b44cef54


The f�nanc�al technology (F�nTech) �ndustry
�s also grappl�ng w�th the r�se of deepfake
scams. Inc�dents �nvolv�ng deepfakes �n
f�ntech surged by 700% �n 2023, reflect�ng
the rap�d adopt�on of generat�ve AI by
cybercr�m�nals to fac�l�tate fraudulent
act�v�t�es. These AI-powered scams are
part�cularly dangerous because they often
bypass trad�t�onal secur�ty measures. In a
trend that m�rrors the broader f�nanc�al
sector, deepfake face swap attacks on
�dent�ty ver�f�cat�on systems �ncreased by
704% last year, as fraudsters used v�rtual
cameras and AI-generated "face swaps" to
c�rcumvent remote ver�f�cat�on processes.

Desp�te the rap�d escalat�on of these fraud
techn�ques, a s�gn�f�cant port�on of
bus�ness leaders rema�n unprepared for
th�s threat. In fact, nearly one �n four
execut�ves had l�ttle to no fam�l�ar�ty w�th
deepfake technology by the end of 2024,
leav�ng the�r organ�zat�ons exposed to
potent�al r�sks. As these AI-dr�ven scams
grow �n complex�ty and frequency, experts
pred�ct that fraud losses fac�l�tated by
generat�ve AI technolog�es w�ll escalate to
$40 b�ll�on �n the Un�ted States alone by
2027, up from $12.3 b�ll�on �n 2023.

The r�se of deepfake scams s�gnals an
urgent need for f�nanc�al �nst�tut�ons to
bolster the�r defenses. In th�s landscape, �t
�s cruc�al for f�nance leaders to stay ahead
by regularly rev�ew�ng secur�ty protocols,
tra�n�ng staff to recogn�ze susp�c�ous
requests, and �nvest�ng �n advanced ant�-
deepfake technolog�es that can detect and
neutral�ze fraudulent act�v�t�es before
s�gn�f�cant damage occurs. 

Bapt�ste Forest�er
Head of Compl�ance

Inst�tut�ons must recal�brate the�r fraud
detect�on systems by �ncorporat�ng AI-
powered anomaly detect�on and
behav�oral b�ometr�cs to tackle AI-
based scams. Real-t�me transact�on
mon�tor�ng, comb�ned w�th advanced
mach�ne learn�ng models, can flag
susp�c�ous patterns that dev�ate from
normal user behav�or. Human
overs�ght rema�ns cr�t�cal to val�date
flagged cases, espec�ally �n h�gh-stakes
s�tuat�ons, ensur�ng a layered defense
aga�nst the evolv�ng threat of
deepfakes.

Deepfake cases
�n the F�nTech

sector �ncreased
by 700%
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In 2024, var�ous �ndustr�es faced ta�lored fraud tact�cs, each explo�t�ng un�que vulnerab�l�t�es
to perpetrate f�nanc�al cr�mes. From f�nance and bank�ng to reta�l and real estate, fraudsters
have honed sector-spec�f�c techn�ques that explo�t�ndustry-spec�f�c processes and
weaknesses. 

Sector-Spec�f�c Fraud Tact�cs

The f�nanc�al serv�ces sector rema�ns a top
target for fraud due to the s�gn�f�cant sums
of money processed da�ly. One prom�nent
threat �s synthet�c �dent�ty fraud, wh�ch
accounted for 10-15% of charge-offs �n
unsecured lend�ng portfol�os. Th�s type of
fraud, where cr�m�nals comb�ne real and
fake �nformat�on to create new �dent�t�es,
cont�nues to plague banks and lenders.
Ident�ty theft losses �n the U.S. totaled
nearly $8.8 b�ll�on �n 2022, and th�s number
�s expected to r�se s�gn�f�cantly �n the
com�ng years as synthet�c �dent�ty fraud
becomes even more prevalent. Account
takeover (ATO) fraud �s another major
�ssue, w�th a 61% �ncrease �n fraud attempts
from consumer accounts be�ng reported
across the f�ntech and bank�ng �ndustr�es
�n 2023.

F�nanc�al Serv�ces

The �ncreas�ng popular�ty of �nstant
payments has added complex�ty to the
f�nanc�al landscape. Wh�le faster
transact�on methods l�ke ACH, d�g�tal
wallets, and real-t�me payments offer
conven�ence, they also open up new
opportun�t�es for fraud. Real-t�me
payments make �t extremely d�ff�cult to
reverse fraudulent transact�ons once they
are �n�t�ated, putt�ng f�nanc�al �nst�tut�ons
�n a tough spot as they try to prevent or
recover lost funds. One example of th�s �s
APP fraud, wh�ch saw a 12% �ncrease �n
cases and resulted �n losses of £459.7
m�ll�on �n 2023. Th�s type of fraud often
�nvolves scammers dece�v�ng v�ct�ms �nto
send�ng money d�rectly to them by
pretend�ng to be leg�t�mate contacts or
compan�es, and �t d�sproport�onately
�mpacts �nd�v�duals and small bus�nesses.
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In the reta�l sector, part�cularly 
e-commerce, fraud has exploded as onl�ne
shopp�ng cont�nues to grow. W�th over a
quarter of UK reta�l sales tak�ng place
onl�ne �n March 2023, fraudsters have
ramped up the�r efforts to explo�t
weaknesses �n onl�ne transact�ons. Card-
not-present (CNP) fraud rema�ns one of the
most common schemes, where cr�m�nals
use stolen cred�t card deta�ls to make
purchases onl�ne. 

The h�gh volume of d�g�tal transact�ons
dur�ng events l�ke Black Fr�day or hol�day
shopp�ng seasons exacerbates th�s �ssue,
allow�ng fraudsters to h�de the�r act�v�t�es
among the m�ll�ons of leg�t�mate
transact�ons.

Another grow�ng concern �s parcel del�very
scams, where fraudsters pose as del�very
compan�es and ask customers to pay
add�t�onal fees or reschedule del�ver�es.
Th�s tact�c preyed on nearly 40 m�ll�on UK
adults �n the f�rst quarter of 2023 alone,
and the problem �s expected to worsen as
onl�ne shopp�ng cont�nues to r�se. T�cket
scams are also rampant, part�cularly
surround�ng h�gh-demand events such as
concerts and sport�ng matches. In the past
year, fraudulent Prem�er League t�cket
sales alone cost UK v�ct�ms £40,000, w�th
cr�m�nals us�ng soc�al med�a platforms l�ke
Facebook Marketplace to target
unsuspect�ng fans.

In conclus�on, the �ncrease �n e-commerce
fraud demands v�g�lance from both
consumers and reta�lers. Consumers
should watch for s�gns of fraud, use strong
passwords, and shop only on trusted s�tes.
Reta�lers must proact�vely protect
customer �nformat�on, detect fraud, and
promote secure payment methods.

Reta�l and E-Commerce

Tuba Erdem
D�rector of Compl�ance 
& Internal Control

On the f�nanc�al �nst�tut�on's s�de, we
often see �nc�dents that take
advantage of consumers' low f�nanc�al
and technolog�cal l�teracy, rank�ng h�gh
among the types of fraud frequently
encountered. Fraud cases carr�ed out
w�th soc�al eng�neer�ng due to
underdeveloped f�nanc�al l�teracy and
lack of technolog�cal awareness parallel
to the frequency of soc�al med�a use
are also at the top of the most str�k�ng
fraud cases �n 2024.

Espec�ally due to the development of e-
commerce and the �ncrease �n people's
shopp�ng culture through appl�cat�ons,
IBAN fraud based on �nt�m�dat�on
through the names of the prosecutor's
off�ce, pol�ce, or publ�c �nst�tut�ons
developed both on soc�al med�a and
the �nternet, �s qu�te common w�th
stolen accounts and stolen cards. 

Another common �ssue �s the
unconsc�ous real or legal persons who
want to make money eas�ly but cannot
calculate exactly how they w�ll be
dragged �nto a legal case and who
allow qual�f�ed fraudsters to use the�r
accounts. These people e�ther use the�r
cards �n POS fraud, POS fraud, etc. or
become tools for the transact�ons of
qual�f�ed fraudsters or money
launderers and money launderers �n
�rregular transact�ons made through
the�r POS by gambl�ng and bett�ng
�ntermed�ar�es as a member bus�ness. 
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In the real estate sector, rental appl�cat�on
fraud has seen a sharp �ncrease. Fraudsters
are explo�t�ng d�g�tal systems to forge
documents, w�th altered bank statements
and pay stubs becom�ng more
soph�st�cated. In 2023, 1 �n 8 rental
appl�cat�ons conta�ned some form of fraud,
lead�ng to h�gher r�sks of ev�ct�on and bad
debt for property managers. Rental fraud �s
also part�cularly prevalent �n the luxury
property market, where fake documents
can pass undetected, caus�ng s�gn�f�cant
f�nanc�al loss for property owners.

In the broader property market, t�tle fraud
�s an emerg�ng threat. Cr�m�nals use stolen
�dent�t�es to change property ownersh�p
records and secure loans or sell propert�es
they do not own. The �ncrease �n remote
transact�ons dur�ng the pandem�c has
ampl�f�ed th�s �ssue, and recovery from t�tle
fraud can be costly and t�me-consum�ng
for v�ct�ms.

Real Estate and 
Property Management

In 2023, 
1 �n 8 rental
appl�cat�ons
were found to conta�n some
form of fraud, wh�ch poses a
h�gher r�sk of ev�ct�on and
cla�ms for property
managers.
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The healthcare �ndustry cont�nues to
grapple w�th �nsurance fraud, a problem
exacerbated by r�s�ng med�cal costs and
complex b�ll�ng processes. In 2022,
fraudulent �nsurance cla�ms totaled £1.1
b�ll�on, w�th motor �nsurance fraud be�ng
the most prevalent. Fraudsters often
exaggerate cla�ms or subm�t ent�rely
f�ct�t�ous �nc�dents to defraud �nsurance
compan�es, dr�v�ng up prem�ums for
consumers.

Med�cal �dent�ty theft �s also becom�ng a
press�ng �ssue �n healthcare, where
fraudsters use stolen �dent�t�es to access
med�cal serv�ces or obta�n prescr�pt�on
drugs. The �mpact of th�s type of fraud �s
not just f�nanc�al; �t can lead to �naccurate
med�cal records and comprom�sed pat�ent
care. As healthcare prov�ders cont�nue to
d�g�tal�ze the�r serv�ces, the need for robust
fraud prevent�on systems becomes more
urgent.

Healthcare and
Insurance

The telecommun�cat�ons �ndustry faces a
surge �n toll fraud as the adopt�on of cloud
commun�cat�ons �ncreases. Fraudsters
explo�t vulnerab�l�t�es �n phone systems,
mak�ng unauthor�zed �nternat�onal calls to
prem�um-rate numbers, generat�ng b�ll�ons
�n �ll�c�t ga�ns. Toll fraud �s part�cularly
rampant �n bus�nesses that rely heav�ly on
Vo�ce over Internet Protocol (VoIP)
systems, as these technolog�es often lack
the secur�ty needed to prevent such
attacks. In fact, toll fraud �s one of the
lead�ng types of fraud �n the
telecommun�cat�ons sector, w�th losses
expected to grow as VoIP adopt�on
�ncreases globally.

The tech �ndustry also struggles w�th
Art�f�c�al Inflat�on of Traff�c (AIT) fraud �n
Appl�cat�on-to-Person (A2P) messag�ng.
Fraudsters generate large volumes of fake
traff�c to �nflate enterpr�se costs, caus�ng
s�gn�f�cant f�nanc�al stra�n on bus�nesses
rely�ng on A2P for customer
commun�cat�ons, �nclud�ng two-factor
authent�cat�on (2FA). As SMS-based 2FA
rema�ns a popular secur�ty measure, AIT
fraud presents a grow�ng concern for
bus�nesses across mult�ple sectors.

Technology and
Telecommun�cat�ons

£1.1 b�ll�on 
of fraudulent

�nsurance cla�ms
recorded
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The Technolog�cal Vanguard
�n F�nanc�al Cr�me Prevent�on
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The Technolog�cal Vanguard �n
F�nanc�al Cr�me Prevent�on

In 2024, the f�nanc�al world found �tself
dur�ng a technolog�cal transformat�on,
w�th cutt�ng-edge advancements play�ng a
cr�t�cal role �n prevent�ng fraud, money
launder�ng, terror�st f�nanc�ng, and other
f�nanc�al cr�mes. As cr�m�nal organ�zat�ons
grow more soph�st�cated �n explo�t�ng new
technolog�es for �ll�c�t purposes, f�nanc�al
�nst�tut�ons have cont�nuously evolved to
safeguard the�r operat�ons. The �ntegrat�on
of AI, blockcha�n, robot�c process
automat�on (RPA), and other technolog�es
has fundamentally reshaped how f�nanc�al
�nst�tut�ons detect, prevent, and respond to
f�nanc�al cr�me.

Art�f�c�al �ntell�gence (AI) and mach�ne
learn�ng (ML) have become the
cornerstones of modern f�nanc�al cr�me
prevent�on. No longer conf�ned to
exper�mental stages, these technolog�es
have taken center stage �n f�ght�ng fraud,
money launder�ng, and terror�st f�nanc�ng.
AI’s capac�ty to analyze vast amounts of
data �n real-t�me allows �nst�tut�ons to flag
susp�c�ous act�v�t�es almost
�nstantaneously. In 2024, AI-dr�ven
mon�tor�ng systems now offer enhanced
prec�s�on �n �dent�fy�ng unusual
transact�ons by learn�ng from h�stor�cal
data and detect�ng patterns that humans
m�ght m�ss.

Through the analys�s of extens�ve
transact�on data, AI can detect sh�fts �n
customer behav�or that could s�gnal
potent�al money launder�ng. Th�s
encompasses the �dent�f�cat�on of
unant�c�pated substant�al transfers as well
as the recogn�t�on of �rregular�t�es �n
�nternat�onal payments. 

Moreover, mach�ne learn�ng algor�thms
can be tra�ned to �mprove cont�nuously,
adapt�ng to new cr�m�nal tact�cs and
ensur�ng f�nanc�al �nst�tut�ons rema�n a
step ahead of cr�m�nals. 

AI’s role �s not l�m�ted to AML—CTF �s
another area where �ts potent�al �s be�ng
harnessed. AI models, �ntegrated w�th
geopol�t�cal data and soc�al �ntell�gence,
are prov�ng v�tal �n �dent�fy�ng small yet
susp�c�ous f�nanc�al transact�ons l�nked to
terror�st networks.



Beyond just detect�on, AI �s be�ng used to
opt�m�ze compl�ance processes, reduc�ng
operat�onal burdens on �nst�tut�ons. AI-
dr�ven automat�on �s employed �n
perform�ng KYC procedures, us�ng
b�ometr�c ver�f�cat�on and AI-powered
�dent�ty checks to screen customers �n real-
t�me, ensur�ng that onboard�ng processes
rema�n compl�ant wh�le reduc�ng fr�ct�on
for leg�t�mate users. 

Blockcha�n, �n�t�ally known for �ts role �n
cryptocurrenc�es, has evolved �nto a
powerful tool �n f�nanc�al cr�me prevent�on.
In 2024, blockcha�n’s decentral�zed and
�mmutable nature �s be�ng leveraged to
enhance transparency across f�nanc�al
systems, part�cularly ensur�ng compl�ance
w�th KYC and AML regulat�ons. F�nanc�al
�nst�tut�ons are us�ng blockcha�n to share
ver�f�ed KYC data across borders securely,
wh�ch not only streaml�nes compl�ance but
also ensures that cr�m�nals can no longer
explo�t fragmented regulatory frameworks
�n d�fferent jur�sd�ct�ons.

Furthermore, blockcha�n technology allows
for real-t�me track�ng of transact�ons,
mak�ng �t s�gn�f�cantly harder for cr�m�nals
to launder money or h�de the�r f�nanc�al
act�v�t�es. Smart contracts are be�ng
deployed �n �nternat�onal trade,
automat�cally execut�ng AML checks when
certa�n f�nanc�al thresholds are reached,
reduc�ng human �ntervent�on and the
poss�b�l�ty of error. The potent�al of
blockcha�n extends beyond AML and KYC,
as �t �s now be�ng appl�ed �n cross-border
payment systems to �ncrease transparency
and reduce the r�sk of fraud.

Bapt�ste Forest�er
Head of Compl�ance

Blockcha�n analyt�cs tools, AI-dr�ven
KYC/AML systems, and quantum
comput�ng hold the most prom�se for
combat�ng f�nanc�al cr�me. Blockcha�n
allows for enhanced transparency and
traceab�l�ty of transact�ons, wh�le AI can
process vast amounts of data to detect
fraudulent patterns. Quantum
comput�ng, though st�ll emerg�ng,
could revolut�on�ze encrypt�on and
decrypt�on methods, strengthen�ng
secur�ty frameworks across the
f�nanc�al sector. Embrac�ng these
technolog�es w�ll be key to stay�ng
ahead �n the f�ght aga�nst f�nanc�al
cr�me.
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Open-source �ntell�gence (OSINT) �s also
play�ng an expand�ng role �n f�nanc�al
cr�me prevent�on. By leverag�ng publ�cly
ava�lable �nformat�on, OSINT enables
f�nanc�al �nst�tut�ons to enhance the�r due
d�l�gence processes and enr�ch the�r
understand�ng of global cr�me networks.
More �nst�tut�ons are turn�ng to OSINT to
mon�tor the dark web and soc�al med�a for
�ll�c�t act�v�ty, prov�d�ng cr�t�cal �ntell�gence
on potent�al threats such as fraudulent
schemes, terror�st f�nanc�ng, and money
launder�ng efforts. OSINT’s ab�l�ty to detect
early warn�ng s�gns from external sources
has enabled �nst�tut�ons to act qu�ckly,
prevent�ng losses before they mater�al�ze.

Robot�c process automat�on (RPA), wh�le
not as headl�ne-grabb�ng as AI or
blockcha�n, plays a cr�t�cal role �n
streaml�n�ng compl�ance tasks. RPA’s
ab�l�ty to automate repet�t�ve tasks such as
transact�on mon�tor�ng, r�sk assessments,
and customer due d�l�gence allows 

f�nanc�al �nst�tut�ons to manage the
grow�ng complex�ty of compl�ance
requ�rements more eff�c�ently. Globally,
f�nanc�al �nst�tut�ons have adopted RPA to
speed up processes and reduce the cost of
compl�ance, ensur�ng that susp�c�ous
act�v�ty reports are f�led promptly and
accurately. The automat�on of these tasks
not only cuts down on human error but
also allows compl�ance teams to focus on
more strateg�c, h�gh-pr�or�ty �nvest�gat�ons.

Meanwh�le, �ntell�gent automat�on (IA)—a
blend of RPA and AI—cont�nues to
streaml�ne compl�ance processes. In 2024,
IA �s be�ng used to automate rout�ne tasks
l�ke transact�on mon�tor�ng, KYC
procedures, and customer due d�l�gence.
As fraud attempts become more complex,
IA helps to manage the grow�ng volumes
of compl�ance data, reduc�ng the
operat�onal burden on �nst�tut�ons and
free�ng up human resources for more
strateg�c, h�gh-pr�or�ty �nvest�gat�ons.



Wh�le cloud comput�ng has long been a
dr�ver of d�g�tal transformat�on, �ts role �n
f�nanc�al cr�me prevent�on �s grow�ng. In
2024, f�nanc�al �nst�tut�ons are �ncreas�ngly
us�ng cloud-based platforms to enable
real-t�me collaborat�on and data shar�ng
between global ent�t�es. Th�s level of
�nterconnectedness allows �nst�tut�ons to
respond qu�ckly to emerg�ng threats and
share �ntell�gence more eff�c�ently. Cloud
platforms are also prov�d�ng enhanced
secur�ty features l�ke end-to-end
encrypt�on and advanced threat detect�on,
ensur�ng that sens�t�ve f�nanc�al data �s
protected from cyberattacks, wh�ch have
become �ncreas�ngly common as f�nanc�al
cr�mes move �nto the d�g�tal realm. Cloud
comput�ng enables real-t�me data shar�ng,
g�v�ng �nst�tut�ons the power to collaborate
seamlessly on f�nanc�al cr�me prevent�on
wh�le ma�nta�n�ng data pr�vacy through
pr�vacy-enhanc�ng technolog�es (PETs).

Look�ng toward the future, quantum
comput�ng �s emerg�ng as a potent�al
game-changer �n f�nanc�al cr�me
prevent�on. Although st�ll �n �ts �nfancy,
p�lot programs �n 2024 are explor�ng the
use of quantum algor�thms to process and
analyze vast datasets at unprecedented
speeds. In theory, quantum comput�ng
could revolut�on�ze transact�on mon�tor�ng
by enabl�ng �nst�tut�ons to detect
susp�c�ous act�v�t�es �n real-t�me across
even the most complex global f�nanc�al
networks. Add�t�onally, quantum-res�stant
cryptography �s beg�nn�ng to emerge as a
necessary defense aga�nst future cyber
threats, ensur�ng that f�nanc�al �nst�tut�ons
rema�n secure even as quantum
comput�ng matures.

Quantum comput�ng 
�s emerg�ng as a

potent�al game changer
�n the prevent�on of

f�nanc�al cr�me.
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Moreover, b�ometr�c authent�cat�on
technolog�es, such as fac�al recogn�t�on
and f�ngerpr�nt scann�ng, are becom�ng
w�dely adopted �n 2024 to prevent
unauthor�zed access to sens�t�ve f�nanc�al
systems. These technolog�es are
part�cularly valuable �n prevent�ng �dent�ty
theft and account takeovers, two prevalent
forms of f�nanc�al cr�me that have surged �n
recent years. By �ntegrat�ng b�ometr�c data
�nto customer ver�f�cat�on processes,
f�nanc�al �nst�tut�ons can ensure that the
person �n�t�at�ng a transact�on �s, �n fact,
the r�ghtful account holder.

As we look ahead to 2025, �t �s clear that
the f�nanc�al cr�me prevent�on landscape
w�ll cont�nue to be shaped by technology.
However, w�th the �ncreas�ng rel�ance on
d�g�tal platforms comes the he�ghtened
r�sk of cybercr�me, requ�r�ng �nst�tut�ons to
adopt even more advanced secur�ty
measures. The evolut�on of these
technolog�es, from AI-dr�ven fraud
detect�on to blockcha�n-enabled
transparency, w�ll be �nstrumental �n
shap�ng the future of compl�ance. F�nanc�al
�nst�tut�ons that leverage these �nnovat�ons
w�ll be better equ�pped to meet the
grow�ng complex�ty of f�nanc�al cr�mes and
ensure the �ntegr�ty of the global f�nanc�al
system.

In conclus�on, technology �s no longer an
opt�onal tool but necessary �n the ongo�ng
battle aga�nst f�nanc�al cr�me. The
�nnovat�ons of 2024 have shown that AI,
blockcha�n, RPA, and other emerg�ng
technolog�es are not only effect�ve �n
prevent�ng fraud, money launder�ng, and
terror�st f�nanc�ng but also �n transform�ng
the ent�re compl�ance framework.



Cryptocurrency and Beyond:
The New Front�er of

F�nanc�al Cr�me
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Cryptocurrency and Beyond: 
The New Front�er of F�nanc�al Cr�me

The �ntersect�on of cryptocurrency and
f�nanc�al cr�me cont�nues to evolve rap�dly.
The d�g�tal asset realm �s st�ll a dynam�c
front�er where both �nnovat�on and
explo�tat�on are present. Wh�le
cryptocurrenc�es prom�se s�gn�f�cant
advancements �n decentral�zed f�nance
(DeF�), NFTs, and cross-border transact�ons,
they also present substant�al regulatory
and compl�ance challenges. 

As of Apr�l 2024, there are 13,656 ava�lable
cryptocurrenc�es, w�th B�tco�n alone
command�ng a market cap of over $1.3
tr�ll�on and a 24-hour trad�ng volume of
$116.61 b�ll�on. Wh�le the benef�ts of d�g�tal
currenc�es are substant�al, the scope of
�ll�c�t act�v�ty w�th�n th�s ecosystem �s
equally vast. H�gh-prof�le scandals, evolv�ng
regulatory frameworks, and the ever-
grow�ng soph�st�cat�on of fraud tact�cs
demonstrate that combat�ng f�nanc�al
cr�me �n the d�g�tal asset ecosystem
requ�res forward-th�nk�ng, mult�-faceted
solut�ons.

In 2024, crypto cr�me cont�nues to grow �n
soph�st�cat�on, w�th cr�m�nals leverag�ng
the decentral�zed and pseudonymous
nature of blockcha�n to evade detect�on.
Wh�le d�g�tal assets l�ke B�tco�n, Ethereum,
and other cryptocurrenc�es offer
transparency through publ�c ledgers, they
are also explo�ted by cr�m�nals to comm�t
var�ous f�nanc�al cr�mes, from money
launder�ng and fraud to ransomware
attacks and �ll�c�t trad�ng.

Crypto Cr�me

As of 2024, 
there are 

13,656 ava�lable
cryptocurrenc�es

http://coingecko.com/
http://livecoinwatch.com/


The latest Crypto Cr�me Report
underscores the escalat�ng scale of
cr�m�nal act�v�ty w�th�n the crypto space,
reveal�ng that $20 b�ll�on �n �ll�c�t
transact�ons occurred �n 2023, mark�ng a
40% �ncrease from the prev�ous year.
Cr�m�nals have become adept at explo�t�ng
vulnerab�l�t�es �n decentral�zed f�nance
(DeF�) platforms and other blockcha�n-
based systems. In part�cular, DeF� hacks
and explo�ts have been a pr�mary dr�ver of
these r�s�ng numbers, w�th over $9 b�ll�on
laundered through decentral�zed
exchanges �n 2023 alone. These platforms
offer anonym�ty and operate w�thout
�ntermed�ar�es, mak�ng them fert�le ground
for money launder�ng and other �ll�c�t
act�v�t�es.

R�s�ng Crypto Cr�me Trends

One of the fastest-grow�ng areas of crypto
cr�me �n 2024 �s the use of ransomware.
Cr�m�nal groups �ncreas�ngly demand
ransom payments �n B�tco�n and other
cryptocurrenc�es to avo�d detect�on and
prosecut�on. Accord�ng to recent reports,
ransomware payments �n crypto surged to
$1.4 b�ll�on globally, w�th hackers target�ng
cr�t�cal sectors l�ke healthcare, f�nance, and
government �nfrastructure. Moreover,
cr�m�nals are leverag�ng pr�vacy co�ns such
as Monero and Zcash, wh�ch obscure
transact�on h�stor�es and make �t even
more d�ff�cult for regulators to trace �ll�c�t
funds.

In add�t�on, crypto ATMs have emerged as
a s�gn�f�cant weak spot �n AML frameworks.
Cr�m�nals are us�ng these ATMs to convert
f�at currenc�es �nto cryptocurrenc�es
w�thout proper �dent�f�cat�on checks. By
2024, there are over 40,000 crypto ATMs
operat�ng worldw�de, many of wh�ch have
been flagged for susp�c�ous act�v�t�es. Law
enforcement agenc�es have reported that
up to 70% of transact�ons at these ATMs
are l�nked to cr�m�nal act�v�t�es, �nclud�ng
drug traff�ck�ng and money launder�ng.

In the crypto sector,
$20 b�ll�on worth of
�llegal transact�ons
occurred �n 2023.
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Fraud �n the cryptocurrency market has
also reached alarm�ng levels �n 2024. Wh�le
57% of crypto �nvestors have made money,
14% report losses and only 7% feel they
made s�gn�f�cant prof�ts. Th�s d�spar�ty has
led to a prol�ferat�on of scams a�med at
both new and seasoned �nvestors. 

Ponz� schemes, ph�sh�ng attacks, and rug
pulls (where developers d�sappear after
ra�s�ng funds) are common tact�cs used by
fraudsters. In 2023, v�ct�ms of these scams
lost approx�mately $3.6 b�ll�on, a number
expected to r�se �n 2024 as new scams
emerge, �nclud�ng soph�st�cated deepfake
attacks target�ng �nvestors through fake
v�deo and aud�o �mpersonat�ons.

APP fraud �s another grow�ng threat �n the
crypto ecosystem. In th�s scam, fraudsters
dece�ve v�ct�ms �nto transferr�ng large
sums of cryptocurrency to accounts under
the�r control, often through BEC attacks.
The decept�on �s s�mple yet effect�ve: the
scammer �mpersonates a leg�t�mate
bus�ness or payee, conv�nc�ng the v�ct�m to
make payments that are d�ff�cult to reverse
due to the �mmutable nature of blockcha�n
transact�ons. Losses from APP fraud
reached $6.7 b�ll�on globally �n 2023, a
f�gure that could r�se as cr�m�nals become
more adept at explo�t�ng these techn�ques.

Fraud and Scams �n the
Crypto Space

In 2023, v�ct�ms of
these scams lost
approx�mately 

$3.6 b�ll�on

https://www.forbes.com/advisor/au/investing/cryptocurrency/cryptocurrency-statistics/#:~:text=57%25%20made%20money,lot%20of%20money.


Terror�st organ�zat�ons are �ncreas�ngly
turn�ng to cryptocurrenc�es to f�nance the�r
operat�ons, tak�ng advantage of the
borderless nature of d�g�tal currenc�es. In
2024, over $100 m�ll�on �n crypto
transact�ons were l�nked to terror�st
f�nanc�ng, accord�ng to �ntell�gence reports.
These transact�ons often �nvolve smaller,
�ncremental payments des�gned to avo�d
detect�on by blockcha�n analyt�cs tools. 

Terror�sm F�nanc�ng and
Dark Web Markets

Desp�te the grow�ng complex�ty of crypto
cr�me, law enforcement agenc�es and
f�nanc�al �nst�tut�ons have made s�gn�f�cant
str�des �n us�ng blockcha�n analyt�cs and
OSINT to trace and recover stolen funds.
These tools allow �nvest�gators to follow
the flow of cryptocurrency across mult�ple
wallets and platforms, �dent�fy�ng key
players �n cr�m�nal operat�ons. In 2024, the
use of these technolog�es helped recover
over $1.2 b�ll�on �n stolen assets, a cr�t�cal
w�n for the �ndustry. Compan�es l�ke
Sanct�on Scanner are at the forefront of
these efforts, develop�ng soph�st�cated
tools that prov�de real-t�me track�ng of
�ll�c�t transact�ons.

However, wh�le blockcha�n analyt�cs can
�dent�fy susp�c�ous act�v�ty, regulatory gaps
rema�n a s�gn�f�cant challenge. The global
adopt�on rate of cryptocurrency �s at 4.2%,
w�th over 420 m�ll�on users worldw�de. As
adopt�on cont�nues to grow, so does the
need for comprehens�ve regulatory
frameworks to address the un�que r�sks
posed by d�g�tal assets. Many countr�es
have yet to �mplement robust KYC and
AML regulat�ons for decentral�zed
platforms, creat�ng opportun�t�es for
cr�m�nals to operate w�th relat�ve �mpun�ty.

The Role of 
Blockcha�n Analyt�cs

Moreover, the r�se of dark web markets has
fac�l�tated the sale of weapons, drugs, and
�ll�c�t serv�ces �n exchange for
cryptocurrency, further compl�cat�ng
efforts to curb these act�v�t�es. In 2023
alone, dark web transact�ons accounted for
over $1.2 b�ll�on �n �ll�c�t crypto
transact�ons.
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As the cryptocurrency market cont�nues �ts rap�d expans�on, w�th a global adopt�on rate of
4.2% as of 2024, regulators around the world are scrambl�ng to keep pace w�th the new
challenges posed by d�g�tal assets. In 2024, B�tco�n rema�ns the dom�nant player �n the
market, w�th a stagger�ng market cap of $1.3 tr�ll�on, wh�le DeF� and NFTs also ma�nta�n
s�gn�f�cant growth. Yet, the r�se of these d�g�tal �nnovat�ons has also exposed vulnerab�l�t�es
that threaten the �ntegr�ty of global f�nanc�al systems, spurr�ng a wave of regulatory
responses.

Regulatory Responses to D�g�tal Assets

The U.S. government, under the B�den
adm�n�strat�on, has taken a lead�ng role �n
respond�ng to the r�se of cryptocurrency. In
early 2024, the U.S. Secur�t�es and
Exchange Comm�ss�on (SEC) �ntroduced
updated gu�del�nes a�med at enhanc�ng
transparency and reduc�ng fraud �n d�g�tal
asset markets. The SEC has class�f�ed
several cryptocurrenc�es, part�cularly
tokens used �n �n�t�al co�n offer�ngs (ICOs),
as secur�t�es, subject�ng them to the same
regulat�ons as trad�t�onal f�nanc�al
�nstruments. Th�s move a�ms to curb the
grow�ng �nstances of Ponz� schemes and
fraudulent �nvestment projects w�th�n the
crypto sector.

In tandem, the Commod�ty Futures
Trad�ng Comm�ss�on (CFTC) has ramped up

The U.S. and 
Global Frameworks

�ts overs�ght of crypto der�vat�ves trad�ng
platforms, ensur�ng that exchanges comply
w�th ex�st�ng f�nanc�al regulat�ons.
Meanwh�le, the F�nCEN has placed str�cter
AML requ�rements on crypto exchanges
and wallet prov�ders, mandat�ng more
r�gorous KYC procedures. As of 2024,
F�nCEN’s rules requ�re exchanges to report
any transact�ons over $10,000 and �mpose
heavy f�nes for non-compl�ance.

Globally, the FATF has cont�nued to shape
�ts “Travel Rule” mandate, wh�ch requ�res
v�rtual asset serv�ce prov�ders (VASPs) to
collect and share �nformat�on about the
�dent�t�es of part�c�pants �n crypto
transact�ons above a certa�n threshold. In
2024, over 50 countr�es have e�ther fully
�mplemented or are �n the process of
adopt�ng th�s rule to strengthen global
cooperat�on �n track�ng �ll�c�t
cryptocurrency flows.



In Europe, the Markets �n Crypto-Assets
(M�CA) regulat�on stands as one of the
most comprehens�ve regulatory
frameworks for d�g�tal assets. Approved �n
2023 and set for full �mplementat�on by
m�d-2024, M�CA a�ms to create a un�f�ed
legal framework for crypto assets across
the European Un�on. Its prov�s�ons �nclude
transparency requ�rements for crypto
�ssuers, cap�tal requ�rements for
stableco�ns, and consumer protect�on
measures. M�CA also prov�des clear
def�n�t�ons of d�fferent types of crypto
assets, thereby reduc�ng regulatory
uncerta�nty for bus�nesses operat�ng �n the
sector.

One of the s�gn�f�cant �mpacts of M�CA w�ll
be �ts focus on stableco�ns, g�ven the�r
�ncreas�ng use for cross-border payments
and rem�ttances. The regulat�on w�ll ensure
that stableco�n �ssuers ma�nta�n suff�c�ent
reserves and adhere to str�ngent
operat�onal and transparency standards.
Th�s �s a t�mely measure, cons�der�ng that
$500 b�ll�on �n stableco�n transact�ons
occurred �n the EU alone �n 2023, a number
projected to r�se sharply �n 2024.

Elsewhere, S�ngapore has become a
lead�ng example of how to create a
forward-look�ng regulatory env�ronment
for d�g�tal assets. The Monetary Author�ty of
S�ngapore (MAS) �ntroduced new rules �n
2024 that not only enhance AML/CFT
measures but also encourage �nnovat�on
w�th�n the blockcha�n and crypto
�ndustr�es. Th�s del�cate balance has
attracted numerous crypto startups to
S�ngapore, further cement�ng �ts role as a
global hub for blockcha�n technology.

The EU's M�CA and Other
Global In�t�at�ves

In the EU �n 2023,
stableco�n
transact�ons totaled 
500 b�ll�on
dollars
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Decentral�zed F�nance (DeF�), a burgeon�ng
sector w�th a projected Total Value Locked
(TVL) of $26.1 b�ll�on �n 2024, presents
un�que regulatory challenges. By des�gn,
DeF� platforms operate w�thout
�ntermed�ar�es, rely�ng �nstead on
automated smart contracts to fac�l�tate
transact�ons. Th�s ra�ses quest�ons about
how regulatory author�t�es can enforce
compl�ance when there �s no central
author�ty to hold them accountable.

To address these concerns, several
regulatory bod�es, �nclud�ng the European
Bank�ng Author�ty (EBA), are explor�ng
ways to �ncorporate DeF� �nto ex�st�ng
frameworks. Proposals �nclude requ�r�ng
DeF� platforms to �mplement
programmable compl�ance, whereby smart
contracts automat�cally enforce KYC and
AML rules before process�ng transact�ons.
Wh�le st�ll �n the early stages, such
measures could help m�t�gate the r�sk of
DeF� platforms be�ng used for �ll�c�t
act�v�t�es such as money launder�ng and
terror�st f�nanc�ng.

Regulat�on �n the DeF� Space

DeF�, a burgeon�ng
sector w�th a

projected TVL of 

$26.1 b�ll�on

The global nature of cryptocurrenc�es
demands coord�nated efforts from
regulators across d�fferent jur�sd�ct�ons. In
2024, the Internat�onal Monetary Fund
(IMF) and the World Bank launched a jo�nt
�n�t�at�ve to create a standard�zed
regulatory framework for d�g�tal assets,
part�cularly focused on emerg�ng markets.
These reg�ons have seen a surge �n crypto
adopt�on, w�th countr�es l�ke N�ger�a and El
Salvador embrac�ng B�tco�n as a legal
tender or a major part of the�r f�nanc�al
systems. However, the lack of cohes�ve
regulat�on �n these reg�ons has also made
them more suscept�ble to crypto cr�me.

To promote transparency, both the IMF
and World Bank are advocat�ng for the
�mplementat�on of real-t�me transact�on
mon�tor�ng systems that can track and
trace large crypto transact�ons across
borders. These efforts a�m to prevent large-
scale money launder�ng schemes and curb
the flow of �ll�c�t funds through
cryptocurrenc�es.

Global Coord�nat�on and
Crypto Regulat�on



Spotl�ght on Industry-Spec�f�c
F�nanc�al Cr�me
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Spotl�ght on Industry-Spec�f�c
F�nanc�al Cr�me

Industry-spec�f�c f�nanc�al cr�mes cont�nue to challenge global markets, w�th each sector
fac�ng �ts own vulnerab�l�t�es and evolv�ng threats. Wh�le some �ndustr�es have adapted to
the grow�ng soph�st�cat�on of f�nanc�al cr�m�nals, others are st�ll lagg�ng �n �mplement�ng the
robust measures necessary to protect the�r f�nanc�al ecosystems. 

The f�nanc�al serv�ces sector, w�th over
30,000 f�ntechs globally �n 2024, faces
r�s�ng challenges from both trad�t�onal
fraud and emerg�ng threats �n the d�g�tal
bank�ng space. Onl�ne banks are ga�n�ng
popular�ty, espec�ally �n Europe, where the
h�ghest number of challenger banks
operate, wh�le reg�ons l�ke Afr�ca lag
beh�nd. Th�s sh�ft to d�g�tal bank�ng,
comb�ned w�th �ncreas�ng customer
rel�ance on mob�le bank�ng and d�g�tal
wallets, has �ntroduced new fraud r�sks.

One of the most concern�ng trends �s the
r�se of synthet�c �dent�ty fraud, where
fraudsters create fake �dent�t�es us�ng a
m�x of stolen and false �nformat�on. In 2024,
th�s type of fraud represented 10-15% of
charge-offs �n U.S. unsecured lend�ng
portfol�os. L�kew�se, account takeover
fraud, fueled by ph�sh�ng attacks and data
breaches, has surged, w�th global losses
expected to surpass $25 b�ll�on th�s year.

Another key threat �s contactless payment
fraud, part�cularly �n reg�ons l�ke the UK,
where �t rose by 82%. As d�g�tal payments
�ncrease, fraudsters explo�t vulnerab�l�t�es
�n NFC technology to carry out
unauthor�zed transact�ons.

F�nanc�al Serv�ces

https://www.statista.com/markets/414/topic/993/financial-institutions/#reports


Wh�le these technolog�es have s�gn�f�cantly
�mproved fraud detect�on, regulators have
also stepped up efforts to combat f�nanc�al
cr�me. The European Un�on’s AMLD6 has
placed greater scrut�ny on banks' CDD
pract�ces, requ�r�ng str�cter KYC protocols
and greater transparency �n f�nanc�al
transact�ons. In the U.S., the F�nCEN
Benef�c�al Ownersh�p Rule, wh�ch went
�nto effect �n 2024, mandates that f�nanc�al
�nst�tut�ons collect and ver�fy �nformat�on
about the true owners of compan�es to
prevent cr�m�nals from us�ng shell
compan�es to h�de �ll�c�t funds.

The evolv�ng landscape of f�nanc�al
serv�ces, bolstered by technolog�cal
advancements and str�ngent regulat�ons, �s
reshap�ng the �ndustry's approach to
combat�ng fraud. W�th the r�se of f�ntechs
and onl�ne banks, f�nanc�al �nst�tut�ons
must stay v�g�lant and cont�nue to �nnovate
to stay ahead of the �ncreas�ngly
soph�st�cated fraud schemes threaten�ng
the�r operat�ons.
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V�vek M�shra
AML/KYC Profess�onal

F�nanc�al �nst�tut�ons are adopt�ng 
AI-powered mon�tor�ng systems to
better detect susp�c�ous act�v�t�es,
reduc�ng false pos�t�ves. EDD for
h�gh-r�sk cl�ents and ag�le compl�ance
frameworks are be�ng �mplemented
to keep up w�th regulatory changes.
These measures a�m to �mprove the
accuracy of transact�on mon�tor�ng,
r�sk-based cl�ent onboard�ng, and
faster adaptat�on to new global
sanct�ons.
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The �nsurance �ndustry �s fac�ng a
mult�tude of f�nanc�al cr�me r�sks, from
fraud to money launder�ng, dr�ven by the
grow�ng complex�ty of global operat�ons
and d�g�tal transformat�ons. Wh�le
�nsurance fraud rema�ns a top concern,
w�th global losses exceed�ng $80 b�ll�on
annually, other cr�mes l�ke money
launder�ng are �ncreas�ngly �nf�ltrat�ng th�s
sector, explo�t�ng weaknesses �n
compl�ance frameworks and d�g�tal�zat�on.

Insurance fraud has long been a pers�stent
�ssue �n �ts var�ous forms—such as false
cla�ms, staged acc�dents, and prem�um
d�vers�on. In 2023, motor �nsurance fraud
alone accounted for 59% of fraudulent
cla�ms globally, w�th the average
fraudulent cla�m valued at $15,000. The
sector �s also contend�ng w�th pol�cyholder
m�srepresentat�on and prov�der fraud,
where healthcare and serv�ce prov�ders
subm�t false b�lls or �nflate the costs of
serv�ces. Fraud detect�on �n �nsurance �s
evolv�ng, but fraudsters cont�nue to adapt,
tak�ng advantage of d�g�tal platforms and
the relat�ve anonym�ty of onl�ne
appl�cat�ons.

Insurance

Money launder�ng has become a
s�gn�f�cant �ssue for �nsurance f�rms,
part�cularly through l�fe �nsurance pol�c�es
and re�nsurance arrangements, wh�ch are
seen as less scrut�n�zed avenues for �ll�c�t
f�nanc�al act�v�ty. Cr�m�nals can buy h�gh-
value �nsurance products, surrender them
prematurely, and then rece�ve refunds that
appear to be leg�t�mate funds. The
�nsurance sector has become an attract�ve
target for these schemes due to the s�ze of
transact�ons and the ab�l�ty to h�de the
or�g�ns of �ll�c�t funds.

Insurance fraud results
�n losses that exceed 

80 b�ll�on dollars 
each year.



In 2024, the healthcare �ndustry cont�nues
to be a pr�mary target for fraud and
cyberattacks, largely dr�ven by the mass�ve
amounts of sens�t�ve data that med�cal
organ�zat�ons manage. The global r�se �n
healthcare fraud has been part�cularly
ev�dent �n the U.S., where fraud losses �n
Med�care and Med�ca�d systems are
expected to surpass $100 b�ll�on by the end
of the year. Fraud schemes such as
phantom b�ll�ng, k�ckbacks, and upcod�ng
rema�n prevalent, and as telemed�c�ne
serv�ces grow, fraudsters are f�nd�ng new
ways to explo�t these d�g�tal platforms.

The sh�ft toward d�g�tal health solut�ons,
accelerated by the COVID-19 pandem�c,
has led to a surge �n cybercr�me aga�nst
healthcare �nst�tut�ons. In 2024,
ransomware attacks on healthcare
organ�zat�ons �ncreased by 32%, w�th
hackers explo�t�ng outdated secur�ty
systems. These attacks often result �n data
breaches, expos�ng sens�t�ve pat�ent
�nformat�on and lead�ng to costly
compl�ance fa�lures, espec�ally under data
protect�on laws l�ke GDPR and the U.S.
Health Insurance Portab�l�ty and
Accountab�l�ty Act (HIPAA). As a result,
regulatory bod�es have �ncreased pressure
on healthcare prov�ders to bolster the�r
cybersecur�ty defenses, �nclud�ng
mandatory encrypt�on, mult�-factor
authent�cat�on, and cont�nuous mon�tor�ng
of d�g�tal �nfrastructures.

Healthcare
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The real estate sector rema�ns one of the
most attract�ve avenues for money
launder�ng act�v�t�es. Cr�m�nals cont�nue to
explo�t real estate purchases as a means to
launder �ll�c�t funds, part�cularly �n reg�ons
where real estate markets are opaque and
regulatory overs�ght �s l�m�ted. In 2024,
F�nCEN reported a notable �ncrease �n
susp�c�ous real estate transact�ons, w�th a
15% r�se �n money launder�ng act�v�t�es
related to luxury property �nvestments �n
the U.S. alone. The problem �s part�cularly
acute �n markets such as M�am�, Los
Angeles, and New York, where h�gh-value
real estate transact�ons are often
conducted through anonymous shell
compan�es.

Globally, the FATF has t�ghtened �ts
recommendat�ons for transparency �n real
estate transact�ons, push�ng governments 

Real Estate
to requ�re more r�gorous report�ng from
real estate agents and t�tle compan�es. The
European Un�on, under the AMLD6, has
�ntroduced str�cter KYC requ�rements for
real estate transact�ons over €10,000,
ensur�ng that part�es �nvolved �n h�gh-value
property transfers are subject to more
str�ngent scrut�ny.

In add�t�on to money launder�ng, real
estate �nvestment fraud surged �n 2024,
part�cularly �n markets exper�enc�ng rap�d
growth. Fraudsters have explo�ted the
hous�ng boom by creat�ng fake �nvestment
opportun�t�es or man�pulat�ng property
valuat�ons, lead�ng to s�gn�f�cant f�nanc�al
losses for �nvestors. Th�s year, an est�mated
$6.4 b�ll�on was lost globally to fraudulent
real estate �nvestment schemes,
underscor�ng the need for stronger
overs�ght �n the �ndustry.



The energy �ndustry, part�cularly o�l and
gas, has long been a hotspot for f�nanc�al
cr�me, w�th corrupt�on, br�bery, and money
launder�ng at the forefront of the r�sks. In
2024, the r�se of green energy �nvestments
has �ntroduced new f�nanc�al cr�me r�sks as
the sector trans�t�ons to more susta�nable
energy solut�ons. Cr�m�nals are cap�tal�z�ng
on the �nflux of �nvestment �nto renewable
energy projects by creat�ng fraudulent
green bonds and man�pulat�ng carbon
cred�t markets.

Moreover, regulatory bod�es, such as the
DOJ and SFO, have been �ncreas�ngly
focused on address�ng corrupt�on and
br�bery �n the energy sector. A prom�nent
case �n 2024 �nvolved a mult�nat�onal
energy corporat�on f�ned $1.2 b�ll�on for 

Energy Sector
br�bery charges related to secur�ng
contracts �n West Afr�ca. Such h�gh-prof�le
cases h�ghl�ght the ongo�ng r�sks w�th�n
the sector and the �ncreas�ng role of
�nternat�onal cooperat�on �n prosecut�ng
f�nanc�al cr�mes.

The trans�t�on to renewable energy has
also seen an �ncrease �n �nvestment fraud
t�ed to green energy projects. Scammers
have created f�ct�t�ous green energy
ventures to attract �nvestors, explo�t�ng the
grow�ng demand for susta�nable
�nvestments. As governments cont�nue to
push for carbon neutral�ty, regulatory
bod�es are l�kely to �ntroduce new
compl�ance requ�rements for green energy
projects to prevent fraud and f�nanc�al
m�smanagement.
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The enterta�nment �ndustry has not been
�mmune to the wave of f�nanc�al cr�mes
�mpact�ng var�ous sectors. In 2024, the
sector has seen a surge �n �ntellectual
property (IP) theft, part�cularly �n f�lm,
mus�c, and gam�ng. Fraudsters are us�ng
soph�st�cated methods to p�rate content,
cost�ng the �ndustry an est�mated $20
b�ll�on �n lost revenue th�s year alone.
D�g�tal platforms, espec�ally those offer�ng
stream�ng serv�ces, rema�n vulnerable to
hack�ng, result�ng �n unauthor�zed access
to prem�um content and subscr�pt�on
fraud.

Add�t�onally, celebr�ty endorsement scams
have grown �n 2024, w�th fraudsters
�mpersonat�ng well-known personal�t�es to
promote fake �nvestment schemes,
part�cularly �n the cryptocurrency space.
These scams have resulted �n s�gn�f�cant
f�nanc�al losses for unsuspect�ng fans and
�nvestors who fall prey to fraudulent
schemes advert�sed through soc�al med�a.

As a response, the Mot�on P�cture
Assoc�at�on (MPA) and other enterta�nment
bod�es have been work�ng closely w�th
technology f�rms to develop better ant�-
p�racy measures and prevent fraud �n
subscr�pt�on-based serv�ces. The focus on
strengthen�ng D�g�tal R�ghts Management
(DRM) systems and us�ng blockcha�n
technology to track content ownersh�p has
become a pr�or�ty �n protect�ng �ntellectual
property r�ghts.

Enterta�nment Industry
Content p�racy cost

the �ndustry 

$20 b�ll�on
th�s year.
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Strateg�c Roadmap for 2025

As f�nanc�al cr�me grows more �ntr�cate,
�nst�tut�ons are urged to adopt strateg�es
that address both current r�sks and
ant�c�pate future threats. In 2025, the rap�d
advancement of technolog�es, evolv�ng
regulatory landscapes, and soph�st�cated
cr�m�nal tact�cs w�ll redef�ne how f�nanc�al
cr�me prevent�on �s approached.
Leverag�ng AI, blockcha�n, and mach�ne
learn�ng, �nst�tut�ons can detect, prevent,
and respond to cr�me w�th greater
prec�s�on, essent�al as new challenges l�ke
DeF� and cryptocurrenc�es �ntroduce
un�que complex�t�es that requ�re adapt�ve
r�sk management.

W�th d�g�tal f�nanc�al networks cross�ng
trad�t�onal borders, there’s an �ncreas�ng
demand for cross-border collaborat�on and
regulatory al�gnment. Coord�nated global
efforts and partnersh�ps between publ�c
and pr�vate sectors w�ll play a cr�t�cal role �n
combat�ng both establ�shed and emerg�ng
threats, promot�ng res�l�ence across the
f�nanc�al ecosystem.

Sanct�on Scanner's th�rd annual report
h�ghl�ghts key strateg�es shap�ng the
future of f�nanc�al cr�me prevent�on,
prov�d�ng �nst�tut�ons w�th act�onable
�ns�ghts to modern�ze compl�ance,
enhance technolog�cal capab�l�t�es, and
proact�vely counter new r�sks. By adapt�ng
to th�s evolv�ng landscape, organ�zat�ons
can better protect the�r assets, ensur�ng a
more secure and transparent f�nanc�al
system for all.



By 2025, the successful �mplementat�on of
AI and mach�ne learn�ng �n combat�ng
f�nanc�al cr�me w�ll h�nge on the ab�l�ty of
f�nanc�al �nst�tut�ons to deploy these
technolog�es w�th greater spec�f�c�ty. Wh�le
AI has become commonplace for fraud
detect�on, �ts role �n �dent�fy�ng patterns �n
money launder�ng and terror�st f�nanc�ng
w�ll become more ref�ned. The sh�ft from
react�ve to pred�ct�ve models w�ll be
essent�al, w�th AI systems not just flagg�ng
susp�c�ous act�v�t�es but prov�d�ng real-
t�me r�sk assessments that pred�ct wh�ch
transact�ons are most l�kely to lead to
f�nanc�al cr�me.

One of the key challenges f�nanc�al
�nst�tut�ons w�ll face �n 2025 �s the
�ntegrat�on of AI �nto legacy systems. Many
�nst�tut�ons cont�nue to rely on outdated
�nfrastructure that cannot accommodate
real-t�me AI process�ng. The forecast for
2025 sees lead�ng �nst�tut�ons �nvest�ng �n
hybr�d AI arch�tectures that can work
alongs�de older systems wh�le ensur�ng
seamless real-t�me compl�ance mon�tor�ng.
Experts ant�c�pate that �ntell�gent
automat�on w�ll play a cruc�al role �n
br�dg�ng th�s gap, us�ng AI-dr�ven
workflows to automate rout�ne compl�ance
tasks wh�le enhanc�ng �nvest�gat�ve
capab�l�t�es.

Ta�lor�ng AI for 
Real-T�me F�nanc�al
Cr�me Detect�on

Furthermore, by 2025, we pred�ct that AI-
based open-source �ntell�gence (OSINT) w�ll
be w�dely adopted as a cr�t�cal tool �n
�dent�fy�ng emerg�ng cr�m�nal networks
and �ll�c�t act�v�ty �n decentral�zed
env�ronments, such as crypto trad�ng
platforms and peer-to-peer f�nanc�al
networks. OSINT tools w�ll be spec�f�cally
ta�lored to mon�tor soc�al med�a platforms,
dark web forums, and encrypted
commun�cat�on channels, prov�d�ng
f�nanc�al �nst�tut�ons w�th proact�ve threat
�ntell�gence that �s scalable and adaptable.

V�vek M�shra
AML/KYC Profess�onal

AI and mach�ne learn�ng are
becom�ng essent�al for detect�ng
f�nanc�al cr�me by analys�ng data
patterns and �mprov�ng fraud
detect�on. Blockcha�n analyt�cs offer
traceab�l�ty, mak�ng �t eas�er to track
�ll�c�t funds. Quantum comput�ng,
though st�ll �n development, could
potent�ally crack encrypted cr�m�nal
networks. B�ometr�c authent�cat�on
technolog�es, l�ke �r�s and fac�al
recogn�t�on, are enhanc�ng secur�ty
to prevent fraud. These technolog�es
w�ll play a key role �n future f�nanc�al
cr�me prevent�on strateg�es.
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Blockcha�n’s Role �n
Corporate Transparency
and AML Compl�ance
In 2025, blockcha�n technology �s set to
play a much larger role �n AML compl�ance
beyond s�mply offer�ng �mmutable
transact�on records. The real �nnovat�on w�ll
come �n the form of cross-border
blockcha�n networks, wh�ch allow mult�ple
f�nanc�al �nst�tut�ons to share transact�on
data securely and �n real-t�me. Th�s sh�ft
toward decentral�zed, transparent
compl�ance systems w�ll empower
�nst�tut�ons to respond faster to red flags
and streaml�ne the KYC process us�ng self-
sovere�gn �dent�ty ver�f�cat�on mechan�sms.

DeF� w�ll cont�nue to present un�que sets of
challenges, part�cularly as cr�m�nals
attempt to explo�t these platforms for
money launder�ng and terror�st f�nanc�ng.
In 2025, regulatory frameworks govern�ng
DeF� w�ll requ�re �nst�tut�ons to adopt
advanced analyt�cs tools that can track the
Total Value Locked (TVL) w�th�n DeF�
ecosystems �n real-t�me. Th�s capab�l�ty w�ll
enable a more granular level of scrut�ny
�nto susp�c�ous transact�ons and w�ll
become part�cularly cruc�al as peer-to-peer
exchanges and non-custod�al wallets
prol�ferate, further compl�cat�ng efforts to
trace �ll�c�t funds.

The �mplementat�on of smart contracts for
AML compl�ance �s expected to see
s�gn�f�cant growth �n 2025, allow�ng
�nst�tut�ons to embed compl�ance rules
d�rectly �nto the transact�on flow. Th�s w�ll
ensure that any transact�on not meet�ng
compl�ance standards �s automat�cally
flagged or halted, reduc�ng the need for
post-transact�on �nvest�gat�ons.

Mar�o M. Duron
Ch�ef Compl�ance Off�cer

An AML Program wh�ch follows
regulatory gu�dance on the R�sk
Based Approach should take care
and be ready to act sw�ftly upon
changes �n the crypto �ndustry. Do
you have an ass�gned SME team
member or engaged th�rd party
prov�der to conduct hor�zon
scann�ng? Th�s �s the act of
purposefully look�ng for regulatory
changes on a regular bas�s. Take �t a
step further by speak�ng w�th your
screen�ng and mon�tor�ng serv�ce
prov�ders as they may be able to
ass�st �n gett�ng the mon�tor�ng data
you need to see �ncom�ng threats or
evolv�ng schemes. Th�s �s cruc�al as
�t w�ll allow you to adapt your
compl�ance posture �n qu�ck order.
Involve your SMEs to ass�st �n
analyz�ng th�s data as they are your
strongest l�ne of defense aga�nst
these threats.



Regulatory Sh�fts and
Global Coord�nat�on

In the cryptocurrency space, 2025 w�ll l�kely
see greater enforcement of cross-border
regulatory cooperat�on to tackle 
crypto-related f�nanc�al cr�me.
Governments w�ll demand enhanced
transparency from crypto exchanges,
part�cularly those fac�l�tat�ng Decentral�zed
Autonomous Organ�zat�ons and
decentral�zed f�nanc�al appl�cat�ons, where
�ll�c�t act�v�t�es can be d�ff�cult to detect.
Regulatory sandboxes w�ll l�kely become
common for test�ng �nnovat�ve compl�ance
technolog�es, espec�ally �n reg�ons w�th
emerg�ng d�g�tal currenc�es.

Add�t�onally, prov�s�onal cred�t regulat�ons
w�ll be t�ghtened, part�cularly as neobanks
and f�ntechs cont�nue to face challenges �n
prevent�ng fraud dur�ng money transfers
and ACH payments. These �nst�tut�ons w�ll
�ncreas�ngly look to real-t�me fraud
detect�on systems �ntegrated w�th AI and
blockcha�n to manage prov�s�onal cred�t
r�sks before funds are fully settled.

Global regulatory frameworks for f�nanc�al
cr�me prevent�on w�ll cont�nue to evolve �n
2025, focus�ng on greater collaborat�on
between regulators and f�nanc�al
�nst�tut�ons, part�cularly �n reg�ons w�th
h�gh f�nanc�al cr�me r�sks. Regulatory
technology (RegTech) solut�ons w�ll
become more �ntegrated �nto compl�ance
departments, offer�ng automated tools to
ensure �nst�tut�ons rema�n compl�ant w�th
vary�ng reg�onal regulat�ons. In part�cular,
we foresee the FATF and other
�nternat�onal bod�es push�ng for
standard�zed frameworks that
accommodate both trad�t�onal bank�ng
systems and rap�dly evolv�ng d�g�tal asset
ecosystems.
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Combatt�ng 
F�nanc�al Cr�me �n 
the Cryptocurrency
Ecosystem
As d�g�tal assets cont�nue to evolve,
f�nanc�al cr�me w�th�n the cryptocurrency
sector w�ll requ�re �nst�tut�ons to adopt
spec�al�zed tools that mon�tor and trace
decentral�zed networks. Cryptocurrency
�ntell�gence platforms w�ll be �nstrumental
�n follow�ng money tra�ls across complex
cha�ns, part�cularly as cr�m�nals
�ncreas�ngly sh�ft �ll�c�t act�v�t�es across
mult�ple cha�ns �n an effort to obscure the�r
movements.

In 2025, �t �s expected that the r�se of
stableco�ns w�ll pose add�t�onal challenges
for AML compl�ance. Stableco�ns, often
pegged to f�at currenc�es, prov�de l�qu�d�ty
�n decentral�zed markets and are
frequently used �n cross-border
transact�ons, creat�ng vulnerab�l�t�es for
smurf�ng and layer�ng techn�ques �n
money launder�ng. To m�t�gate these r�sks,
�nst�tut�ons w�ll need to deploy AI systems
capable of track�ng not only �nd�v�dual
stableco�n transact�ons but also the flow of
funds across mult�ple asset classes,
ensur�ng compl�ance w�th AML regulat�ons
even �n the most blurred env�ronments.

Strengthen�ng Cyber
Res�l�ence �n 2025
W�th the grow�ng d�g�t�zat�on of the
f�nanc�al serv�ces sector, cybercr�me w�ll
rema�n one of the most s�gn�f�cant threats.
In 2025, f�nanc�al �nst�tut�ons w�ll need to
enhance the�r cyber res�l�ence by
�mplement�ng zero-trust secur�ty models
and mult�-layered encrypt�on protocols
across the�r networks. These advanced
secur�ty frameworks mustbe pa�red w�th
behav�oral analyt�cs that can detect
anomal�es �n user behav�or, further
enhanc�ng the �nst�tut�on’s ab�l�ty to
preempt attacks.

The cont�nued development of deepfakes
and vo�ce repl�cat�on technology w�ll
present he�ghtened r�sks for soc�al
eng�neer�ng attacks. F�nanc�al �nst�tut�ons
must �nvest �n b�ometr�c secur�ty systems
and vo�ce recogn�t�on technolog�es to
ver�fy user �dent�ty across d�g�tal channels,
reduc�ng the l�kel�hood of successful fraud.
Generat�ve AI systems capable of creat�ng
real-t�me defenses aga�nst these attacks
w�ll become essent�al �n counter�ng the
grow�ng soph�st�cat�on of cybercr�m�nal
networks.

F�nanc�al �nst�tut�ons
should �mplement 
zero-trust secur�ty

models and mult�-layer
encrypt�on for cyber

res�l�ence.



Emerg�ng Technolog�es
and The�r Impact on
F�nanc�al Cr�me
Look�ng ahead, quantum comput�ng could
fundamentally reshape the landscape of
f�nanc�al cr�me prevent�on, offer�ng
unprecedented speed �n transact�on
mon�tor�ng and cryptograph�c analys�s.
Wh�le st�ll �n �ts nascent stages, quantum
comput�ng could prov�de f�nanc�al
�nst�tut�ons w�th real-t�me capab�l�t�es that
surpass the speed and scale of current AI
and blockcha�n systems.

Mar�o M. Duron
Ch�ef Compl�ance Off�cer

F�rst, the R�sk Based Approach �s an
�mportant f�rst step �n ga�n�ng �ns�ght
�nto your �nst�tut�on, program,
customer base and products. A well
thought out r�sk assessment �s cr�t�cal
to any susta�nable AML Program.
Your assessment should be ta�lored
to your �ndustry, company, serv�ces
and products as no two- compan�es
are al�ke. Make a dec�s�on. Th�s �s a
s�mple statement wh�ch can make or
break a department, launch, or delay
products/serv�ces. Analys�s paralys�s
�s very real, and �t can be made worse
�n h�gh-r�sk �ndustr�es. Tak�ng �t slow
can be benef�c�al, but �t can also lead
to loss of focus and attent�on wh�ch
can lead to gaps be�ng m�ssed.
Ownersh�p of your dec�s�on can
�nsp�re conf�dence from your team
and show regulators you are w�ll�ng
to take accountab�l�ty. 

In parallel, the use of d�g�tal tw�n
technology �s expected to prov�de
advanced s�mulat�on env�ronments for
compl�ance test�ng. By creat�ng v�rtual
models of f�nanc�al systems, �nst�tut�ons
can �dent�fy vulnerab�l�t�es before they are
explo�ted by cr�m�nals, ensur�ng that the�r
real-world counterparts are fort�f�ed
aga�nst attacks.

F�nally, OSINT, comb�ned w�th AI-based
threat �ntell�gence platforms, w�ll rema�n at
the forefront of f�nanc�al cr�me detect�on �n
2025. By leverag�ng OSINT, �nst�tut�ons w�ll
be able to collect data from d�sparate
sources, �nclud�ng soc�al med�a, deep web
forums, and other open platforms,
prov�d�ng them w�th the proact�ve
�ntell�gence necessary to �dent�fy emerg�ng
threats long before they mater�al�ze.

In conclus�on, there �s a cr�t�cal need for
f�nanc�al �nst�tut�ons to adopt more
spec�al�zed and proact�ve approaches to
combat f�nanc�al cr�me. From advanced AI
and blockcha�n �nnovat�ons to enhanced
regulatory cooperat�on and the r�se of
cyber-res�l�ence measures, the future of
f�nanc�al cr�me prevent�on w�ll demand
ag�l�ty, technolog�cal �nvestment, and
global coord�nat�on to address the
soph�st�cated methods employed by
cr�m�nals. Inst�tut�ons that embrace these
emerg�ng trends and technolog�es w�ll be
best pos�t�oned to nav�gate the complex
and rap�dly evolv�ng landscape of f�nanc�al
cr�me.
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More than 500 customers from 60+ d�fferent countr�es trust us!

Contact Us

Our Customers



Contact Us

27 Old Gloucester Street, London,
Un�ted K�ngdom, WC1N 3AX

+44 20 4577 0427

Y�ld�z Techn�cal Un�vers�ty Technopark
C-1 Block No: 106-8 Istanbul, Turkey

+90 (212) 963 01 84

�nfo@sanct�onscanner.com

sanct�onscanner.com

Join us and 
let 's  f ight
financial  crime
together.

https://sanctionscanner.com/contact
https://sanctionscanner.com/


D�scla�mer: Please be adv�sed that the contents of th�s document are �ntended for �nformat�onal purposes only. The
�nformat�on presented here�n should not be construed as legal adv�ce. Sanct�on Scanner assumes no respons�b�l�ty for the
accuracy, completeness, or t�mel�ness of the �nformat�on prov�ded and d�scla�ms all l�ab�l�ty for any act�ons taken based on
th�s �nformat�on.

For deta�led �nformat�on regard�ng the source mater�als ut�l�zed �n th�s gu�de, k�ndly v�s�t sanct�onscanner.com

https://sanctionscanner.com/resource-library

